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Echoes of “Little Green Men 
Attack!” 
What do Amazon and “little green men” have in common?    
To take over the world, of course. T at is, at least, according to 
Technical Editor Bill Wong, whose latest blog draws parallels 
between visitors from outer space and the retail and technolo-
gy giant. See if you agree.

http://electronicdesign.com/blog/echoes-little-green-men-attack

Exploring the Jetson TX2 
Trying out NVidia’s Jetson TX1 was fun, but checking out the 
Jetson TX2 is even better. T e Jetson TX2 doubles the per-
formance of its older sibling. Alternatively, it can replace the 
Jetson TX1 while consuming half the power. Both approaches 
have merit, and many designs will take advantage of the low-
er power operation and higher performance. 

http://electronicdesign.com/blog/exploring-jetson-tx2

Rust and SPARK: Software 
Reliability for Everyone 
Programming languages of en defer reliability and security 
issues to tools and processes. Two initiatives—SPARK and 
Rust—state that language is key to reaching these objectives.

http://electronicdesign.com/industrial/rust-and-spark-

sof ware-reliability-everyone

BeagleBone Robots Takes a 
Bite of Bluetooth 
BeagleBoard.org’s BeagleBone Blue targets robots and mobile 
embedded devices with plenty of control interfaces and Blue-
tooth connectivity. It’s already f nding a home in robots and 
drones.

http://electronicdesign.com/embedded/beaglebone-robots-takes-

bite-bluetooth
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I
love driving. I absolutely adore it. There is something 

about opening the windows and/or sunroof on a nice 

day, pumping up some great music, and just seeing the 

road stretch ahead of you as you hit the gas pedal. To someone 

like me, as much as I care about safety, the thought of 

autonomous or assisted driving sounds like a bit of a buzzkill. 

Where is the fun in tackling the open road if the only thing 

you’re controlling is probably the windows, thermostat, and 

entertainment? 

At the same time, my 

travels in my beloved cars 

haven’t always been without 

frightening or dangerous 

incidents. So it’s with mixed 

feelings that I watch all of 

the innovations going into 

automotive development 

to make cars and driving 

safer. As someone who has 

been watching electronics 

evolve for going on 20 years, 

the technology development supporting these automotive 

advances is truly breathtaking. Numerous technologies and 

applications are being developed and implemented simulta-

neously, breaking ground individually while supporting the 

enhanced capabilities of a total solution. 

As a mother whose kids will be driving in a too-near 

future, I also welcome the safety aspects. According to the 

U.S. Department of Transportation (DOT), the combina-

tion of vehicle-to-vehicle (V2V) and vehicle-to-infrastruc-

ture (V2I) safety applications could reduce the severity 

of—or completely eliminate—up to 80% of non-impaired-

driving crashes. 

Tech on Deck

Much attention has been given to the DOT’s Notice of 

Proposed Rulemaking since its release this past December. 

Its goal is to enable vehicle-to-vehicle (V2V) communication 

technology on all new light-duty vehicles so that vehicles can 

talk to each other. Using dedicated short-range communica-

tions (DSRC), V2V communications systems will exchange 

information with other vehicles concerning location, speed, 

direction, braking status, and more. That data would be 

updated and broadcast up to 10 times per second to nearby 

vehicles. Using this data from other cars, V2V devices can 

determine if a warning should be 

given to the driver to help pre-

vent a crash. 

Clearly, we all can benefit from 

V2V applications like Left Turn 

Assist (LTA), Forward Collision 

Warning (FCW), and Blind Spot 

Warning (BSW). We will literally 

have eyes everywhere in terms 

of awareness of our surround-

ings and what is happening with 

other vehicles. I want to know 

that my kids will return safely 

when they take the keys and head out the door. 

However, I also want them to have that feeling of excite-

ment and anticipation that comes with driving—not passively 

sitting, but actually controlling the car—on a long, open 

stretch of road. The next step, as the DOT notes, is to combine 

such sensing and warning with automated driving. 

Will we still be able to enjoy truly driving a car once all 

of these technologies are in place? Or will we someday have 

to sign a bunch of waivers to drive a completely human-

controlled vehicle on a designated track? Maybe we’ll have to 

pay a fee or schedule time on an open road. I’m all for a world 

where fatalities or injuries caused by car crashes are a thing of 

the past. But part of me mourns the joy of driving—truly driv-

ing—and the fact that future generations won’t know the joy 

of the open road. I would love to hear your thoughts; feel free 

to email me at nancy.friedrich@penton.com. 

editorial

NaNcy Friedrich | Director of Editorial Content

nancy.friedrich@penton.com

Where’s the Fun in

assisted 
driving?

mailto:nancy.friedrich@penton.com
mailto:nancy.friedrich@penton.com
http://electronicdesign.com


L
ast year, a malicious strain of code called Mirai recruit-

ed millions of security cameras, routers, and other 

gadgets in a digital assault on servers that act like the internet’s 

switchboard. The attack crippled websites in large swathes of 

the United States, a spectacular display of the security holes in 

the Internet of Things.

After the dust settled, a Chinese electronics firm recalled 4.3 

million cameras using its circuit boards, which the so-called 

botnet had enlisted to carry out the attack. Xiongmai Tech-

nologies could not fix the security flaws remotely, so it recalled 

the offending devices and sent out an update for customers to 

install in newer models.

The episode is a textbook example of how not to repair 

security flaws in connected devices, according to security 

researchers. That response would never work in smart cities, 

they say, where millions of connected sensors will be embed-

ded in street lights, traffic signals, and even roads to gather 

data on traffic and even crime.

DEVICES IN PERIL   
Without System for Security Updates 

This year, General Electric’s 

Current business will install 

cameras, microphones, and 

other sensors on 3,200 street 

lights in San Diego in an attempt 

to better monitor traffic and 

crime.   (Image courtesy of GE)

MAY 2017 ELECTRONIC DESIGN 8
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“
The confluence of rapid technology evolution and the unknown 

trajectory of its adoption create even greater future uncertainty.” 

      —The Department of Homeland Security report

News

These devices will never be perfectly secure. But it is vital, secu-

rity researchers say, to have a way to monitor millions of devices 

and push out automatic updates, which may be too expensive 

to install manually. The software must also verify authorized 

updates to block hackers from dropping in malicious code.

“People want to deploy something like an internet connect-

ed trash can and they don’t realize that they’re going to have to 

update it every month, just like you update your laptop,” said 

Tom Cross, chief technology officer of security firm Draw-

bridge Networks and a former manager of IBM’s Security 

X-Force Research unit.

The issue is that most software for connected sensors and 

other devices cannot be patched, he said in a smart-cities panel 

discussion at the recent South by Southwest festival in Austin, 

Texas. “Something will be out there for 20 years and vulnerabili-

ties will be disclosed for it and there’s no way to get it fixed.”

Even though smart-city devices could be built to last for 

decades, manufacturers are not making software that can 

receive updates, said Robert Hansen, another panelist and 

founder of security research firm Outside Intel. With a system 

for automatic updates, engineers can patch software as vulner-

abilities arise and code new capabilities.

The need for automatic updates was made clear in 2014 

when the research firm IoActive found that hundreds of thou-

sands of traffic control sensors in New York, Washington, 

D.C., and other cities could accept unauthorized updates. The 

sensors were embedded in streets to detect cars at traffic lights 

and optimize when the lights change.

Cesar Cerrudo, IoActive’s chief technology officer, found that 

hackers could potentially break into the sensors and hijack the 

lights, causing accidents or severe traffic. In the end, the com-

pany that makes the sensors, Sensys Networks, issued a patch to 

customers later that same year so that local officials could wire-

lessly update the sensors without digging up their streets.

“If you have to dig up a city to upgrade something, it’s prob-

ably not going to happen,” Hansen said.

So far the drive to patch flaws automatically has been slow. 

Google said that its Android Things operating system will give 

developers an “infrastructure” to refresh firmware in household 

devices when it is released this year. In October, ARM introduced 

a software platform called mbed Cloud that lets developers man-

age, monitor, and update firmware inside devices remotely.

Others are thinking along the same lines. A technology 

startup called Particle hopes that sales of its microcontrollers 

will lure developers to its cloud, which offers tools for send-

ing over-the-air updates. Resin, a four-year-old company, has 

devised a platform using containers to develop and manage 

embedded code, while Mender released last month an open-

source system with similar objectives.

The automotive industry is also considering changes to 

how it mends software in vehicles. Tesla was the first to send 

out new versions of its software to patch security flaws and 

upgrade its driving systems. Now, companies from Harman 

to Movimento have started offering “reflashing” services for 

connected cars, which is causing highway officials to rethink 

how recalls are issued.

But in the view of security researchers, manufacturers are still 

skimping on security because it is seen as too expensive. Not only 

that but most companies will not continue updating devices after 

models are released, said Hansen. Engineers also might not want 

to spare battery life in remote sensors for large security updates.

“Like all engineering, it’s all about trade-offs,” said Hal 

Kurkowski, managing director of security at Maxim Integrat-

ed, in an interview last year about embedded security. “When 

you go to the hardware store, there’s not just one lock hanging 

in the aisle where you buy locks.”

But most industry groups believe that automatic updates 

can’t be sacrificed. The Industrial Internet Consortium, for 

instance, has advised rolling out very small updates to help 

save bandwidth and battery life. The group recently published 

a security framework for devices used in everything from 

infrastructure to oil processing plants.

The Department of Homeland Security also underlined the 

pitfalls of manual security updates for smart cities in a 2015 

report. The report warned that “the impact of the exploitation of 

a vulnerability may be understood but the risk and consequence 

to the infrastructure and its connected components is not.”

“The confluence of rapid technology evolution and the 

unknown trajectory of its adoption create even greater future 

uncertainty,” the report said.

Key to securing smart cities is not treating infrastructure 

like smartphones or laptops, whose hardware and software 

are improved with every generation. The software in these 

embedded devices must be constantly upgraded, updated, and 

patched over its entire lifetime, Cross said.

“Generally what companies like to do is ship something and 

then refine. They say, we will get this thing out there, let people 

buy it, and then we’ll work on improving the quality of it,” he 

said. “But really, security testing is a kind of quality assurance 

testing.” n

may 2017  ELECTRONIC DESIGN 10



Mentor Graphics, as a major supplier of electronic design auto-

mation tools, likes to help engineers with complex systems. That 

explains why its automotive division, which sells operating systems 

for dashboard displays and other tools, wants to iron out the com-

plexity of self-driving cars.

It will try doing that with a new system 

called DRS360 that the company unveiled 

at the recent SAE World Congress in 

Detroit. It aims to help automakers build 

everything from fully autonomous cars to 

advanced safety features like lane depar-

ture warnings and adaptive cruise control.

But its defining characteristic is not an 

ultrafast computer chip for machine learn-

ing like many other platforms for self-driving 

cars. Instead, the system is based on a 

unique architecture for fusing raw sensor 

data inside a central processing unit. The 

car makes decisions based on the central-

ized data.

In advanced driver assisted systems, the 

microcontrollers inside camera, radar, and 

other sensors filter through raw data. These 

sensor modules send some of that data 

onto separate modules, which enable safe-

ty applications like blind spot warnings or 

cross traffic alerts. But this distributed sys-

tem is not ideal for self-driving cars because 

useful sensor information is at risk of being 

lost in translation.

“If we think about [fully] autonomous cars 

that don’t have steering wheels or brake 

pedals, this architecture won’t work,” Glen 

Perry, vice president of Mentor’s embed-

ded systems division, said in an interview. 

It heaps cost, complexity, and latency onto 

the system, he added.

The new platform uses specialized sen-

sors to pump unfiltered data to a central 

processing unit. High-speed sensor links, 

such as lvds or FPD III Link, transport the 

raw data to the central processor, where 

algorithms fuse it into a detailed view of the 

car’s environment, filling in the blind spots of 

each sensor in the vehicle.

This is almost like traditional sensor 

fusion, but the raw data allow cars to view 

the road more clearly. The raw sensor data 

lets system sensors fact-check each other’s 

readings more accurately, providing what is known in the automotive 

industry as “redundancy.” It is also more efficient, said Perry.

This translates into fewer hardware interfaces and lower latency 

between the sensors and the central processing unit. The new 

architecture also cuts down on power consumption, cost, and over-

Mentor Graphics Bets on raw sensor Data for Autonomous Driving
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Apple will stop using graphics chips from Imagination Technolo-

gies in a future generation of smartphones, tablets, televisions, and 

watches. The company has notified Imagination that its in-house 

chip engineers are already working on new graphics technology.

Imagination said in a statement that Apple would stop using its 

intellectual property in smartphones and other products in around 

15 to 24 months. The company, which collects royalties on devices 

sold with its technology, stands to lose half its annual revenue when 

Apple switches to homegrown graphics.

“Apple has asserted that it has been working on a separate, 

independent graphics design in order to control its products and 

will be reducing its future reliance on Imagination’s technology,” the 

statement from Imagination read. The company’s stock fell 61.6% in 

response to the news.

The abrupt end of its relationship with Apple would be the 

latest blow to the 32-year-old company. Last year, Imagination 

Apple Drops ImAgInAtIon technologIes in Favor of Homegrown Graphics

News

all complexity. In addition, the company says that machine learning 

programs run faster and more efficiently on raw data, resulting in a 

power envelope around 100 watts.

The benefits are not without trade-offs. It is extremely difficult 

to write algorithms that combine the three-dimensional models 

captured by lidar, the coordinates from radar, camera images, 

and other types of raw sensor data. The central processor also 

must be powerful enough to crunch those data, which could get 

expensive.

Mentor’s view that sensor fusion holds the key to automated driv-

ing might seem counterintuitive in the context of new advances in 

machine learning. But the company believes that DRS360 provides 

a pathway to driverless cars, making it easier for automakers per-

sonalize code for their vehicles.

In this way, Mentor is aiming to give automakers more freedom 

to develop cars that stand out from competitors. They can slip 

their own algorithms into the DSR360 development board, which 

supports more than 15 raw data sensors. That offers more custom-

ization than closed off systems from the likes of Google, Mobileye, 

and Nvidia.

The company underlined that idea in the DRS360 hardware, 

said Ian Riches, director for automotive electronics at research firm 

Strategy Analytics. It uses an FPGA to handle the sensor fusion 

algorithms, but customers can attach either an x86 or ARM chip to 

the decision-making side of the board.

But the system’s flexibility might also isolate lower-end automak-

ers. It might provide more freedom than what small engineering 

teams are looking for, Riches said. “With freedom comes a big 

blanket empty space that you need to fill,” he added.

Nvidia, for instance, is no longer just making graphics chips but 

also the autonomous driving software that runs on them. Its soft-

ware can make driving decisions and create high-definition maps 

of lane markings and street signs – both extremely critical types of 

data for self-driving cars.

Nvidia is tuning its graphics chips for “end-to-end” deep learning, 

in which software teaches itself how to drive by watching the road 

through a front-facing camera. This approach requires little human 

training but potentially makes it more difficult to understand why 

programs make decisions on the road.

Others guard the data streaming through cars even more closely. 

Intel’s reasoning for its $15.3 billion acquisition of Mobileye last 

month was that the firm holds exclusive rights to the driving data 

gathered by its vision sensors. Mobileye uses those data to teach 

automated driving software and create high-definition maps, which 

Intel can sell to automakers.

But locking all that information in a black box limits how much 

automakers can customize their vehicles, Perry said. “You can’t let 

the customer work with the algorithms, you can’t integrate addi-

tional sensors into the platform, you can’t access the raw data or 

the data that it sees,” he added. n

High-definition maps, like this one created by Here, are a core tech-

nology for self-driving cars. (Image courtesy of Here)

Lidar, a type of laser scanning technology, is one of the many sen-

sors that Mentor’s new autonomous driving platform supports. 

(Image courtesy of Here)
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revealed plans to cut 350 jobs - or a fifth of its workforce - and 

its founder Hossein Yassaie quit after eighteen years as chief 

executive. At the same time, the company vowed to focus on 

its flagship PowerVR graphics chips, which dominate high-end 

smartphones.

Apple is not new to making 

custom chips for its smartphones 

and other gadgets, but Imagina-

tion’s technology is deeply woven 

in those products. Apple has been 

paying for Imagination’s designs 

since 2008 and has poached engi-

neers from its employee ranks. 

Apple owns almost 10% of the chip 

designer and once thought about 

buying it outright.

That long history could be set-

ting the stage for patent conflicts. 

“Apple has not presented any evi-

dence to substantiate its assertion 

that it will no longer require Imagi-

nation’s technology, without violat-

ing Imagination’s patents, intellec-

tual property and confidential information,” the company said.

Imagination is skeptical that Apple’s new graphics architecture 

will be completely divorced from its designs. In the statement, the 

company said that “it would be extremely challenging to design a 

brand new GPU architecture from basics without infringing its intel-

lectual property rights.” n

(Image courtesy of Karlis Dambrans, Creative Commons)
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Dual-Voltage Systems 

Slash CO2 Emissions

Maria Guerra | Technical Editor

Technology

To comply with lower CO2 emission legislation, auto manufacturers can opt for a 

highly attractive 48-V board net solution, thus raising the need for bidirectional  

dc-dc controllers.

A
utomakers across the U.S., Europe, Chi-

na, and Korea must achieve CO2 emissions 

reduction to comply with the current legisla-

tion (Fig. 1), which means most EU OEM 

hybrids will feature 48-V systems by 2020. Upscaling to a 48-V 

automotive architecture can help carmakers more successfully 

wrangle with power efficiency and CO2 emissions. 

A new trend within the automotive industry is the “dual-

voltage system.” Each manufacturer is quickly developing its 

own solutions, spurred on by the chance to reduce wiring 

harness weight and losses while meeting CO2 emission goals. 

Note that electrified vehicles not only include electric and 

hybrid vehicles, but combustion vehicles, too. Power-electron-

ics advances in the latter are further 

extending their automation and safety 

features, among others. 

Solutions on the drawing board 

include the 48-V board net, which 

would power loads such as air-con-

ditioning compressors, start-stop sys-

tems, and electric superchargers/tur-

bos. Also, a 12-V board net alternative 

will power the lighting, infotainment, 

and audio systems (Fig. 2). 

The technology for that isn’t here 

quite yet, though. For the near future, 

a 48-V/12-V dual-battery system 

becomes the best option before total 

adoption of a sole 48-V power sys-

tem, where switches and sensors can 

be safely used at higher voltages. “At 

least in Europe, it might take up to 10 

years to start seeing 12-V system com-

ponents converted into 48-V com-

ponents,” says Ed Kohler, Intersil’s 

Senior Marketing Manager. 

Ushering in Bidirectional dc-dcs

Stepping up and down will require safe and efficient transfer 

of power using dc-dc converters. In this case, bidirectional dc-

dc controllers will help to link both voltage systems. 

When studying the new bidirectional converter architec-

tures aimed at automotive applications, several trends are 

emerging that reflect the move toward 48/12-V systems and 

the increased importance of bidirectional dc-dc controllers. 

Tier 1 suppliers and OEMs in the automotive industry already 

include dual voltages in their designs. 

For instance, Audi’s next SQ8 will have a 48-V system that 

will be used to drive an Integrated Starter Generator, which 

will regenerate the energy to quickly reload a 0.9-kWh lith-

Passenger car CO
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Automotive Power

ium-ion battery. Increasing voltage will also help efficient-

ly deliver high-in-demand technologies like stop-start and 

regenerative braking.

PAving the WAy for 48-v SyStemS

Two products in particular stand out as examples of the lat-

est trends permeating the automotive space:

Intersil’s ISL78226 is a six-phase bidirectional PWM con-

troller that delivers up to 3.75 kW in either direction at greater 

than 95% efficiency. This automotive-grade AEC-Q100 quali-

fied product integrates PMBus system control to support 

functional safety requirements (ISO 26262). If a fault condi-

tion is detected, depending on the level of the fault condition, 

the ISL78226 provides warning flags, auto/start, hiccup, or 

latch-off functions in response. 

The ISL78226 doesn’t include FET drivers; therefore, the 

controller could be placed away from the FETs and avoid the 

associated noisy switching nodes without negatively impact-

ing the FET gate-drive loops. This system partition allows for 

optimal EMI, efficiency, and regulation accuracy. 

Because balance current is extremely valuable, the ISL78226 

includes internal phase-to-phase current balancing and ISET/

ISHARE pins for current balancing between devices to equal-

ize stress on the power stages. With each stage delivering 

30 to 60 A of average current, small mismatches can cause 

large temperature variations and uneven stresses that can 

lead to reduced operating life and reliability concerns. Intersil 

offers a 2.5-kW six-phase bidirectional evaluation board (ISL-

78226EVAL1Z) and GUI for users to modify any of the control 

settings of the IC and to monitor fault flags.

Linear Technology’s LTC3871 is a bidirectional PolyPhase 

synchronous two-phase buck or boost controller that main-

tains up to 97% efficiency. The controller, which meets AEC-

Q100 automotive specifications, is designed with intrinsic 

Motor/Gen/Starter
10-12 kW

+ –
+ –

12 V

DC-DC
Converter

48 V

48-V loads
Generator (motor)

Electric HVAC
Water pump
Fuel pump
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Displays
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2. The 48-V system supports heavier loads. (Courtesy of Intersil)
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Industry Trends
Lou FrenzeL | Contributing Editor

W
e have been waiting for 5G for years 

now and everyone is wondering about 

its ETA. But there is no one ETA. The 

launch and rollout of 5G is going to be 

like other cellular standards, gradual over a period of years 

rather than all at once. Some trials are going on now and 

we could see an early pre-standard system in 2018 whereas 

a widespread deployment is still not expected until 2020 as 

predicted. Here is a summary and update on this enigmatic 

technology that is expected to enhance our lives. 

The 5G RaTionale

The question about need always arises when speaking of 

5G. Why are we going to so much trouble to develop this 

over-the-top system? The basic answer is “because we can.” 

That’s engineering for you, developing stuff just because we 

have the means and knowledge and want the intellectual 

challenge. We can figure out why we want it later. But do we 

really need it? Probably not right now, but there are some 

justifications.

The first rationale is always the need for speed. We can 

never really get enough downlink speed, it seems, thanks to 

the constantly rising access to video of all types. More over-

the-top (OTT) 4K movies are on the way, without buffering 

in 5G. Video eats up speed like nothing else so let’s have it. 

Second, new applications are expected to stress the capabilities 

of the current 4G systems. The Internet of Things (IoT) and 

machine-to-machine (M2M) applications are growing fast 

5G exposed!
Answering the how, why, and—most importantly—when of 5G wireless.
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and millions of connected devices will be using the cellular 

system for communications. Current systems probably can-

not handle the expected load, therefore the eventual need for 

greater subscriber capacity.

Self-driving vehicles and the safety requirements of the 

Advanced Driver Assistance Systems (ADAS) program may 

also use cellular as part of the vehicle-to-vehicle (V2V) and 

vehicle-to-infrastructure (V2I) communications that make 

driving safer. Such systems are not here yet, but will represent 

a major load when implemented.

While data rate is always a major consideration, another 

factor has emerged as critical to driving safety as well as many 

IoT/M2M uses in factory automation. That is the issue of 

latency, the delay time between when an action signal is initi-

ated and the time the action is carried out. Many robotic and 

other machine actions require millisecond (ms) range laten-

cy for competent operation. Current 4G radios can usually 

achieve 25 ms or more latency that is just not good enough. 

The goal with 5G is a latency of 1 ms or less. That is expected 

but not fully confirmed.

Finally, most cellular network operators are always look-

ing for new ways to squeeze more profit out of their network 

investments. 5G offers that opportunity.

Technology UpdaTe

The Third Generation Partnership Project (3GPP) is the 

organization developing the 5G standards. That standard is 

now officially named New Radio (NR). NR is to 5G as LTE is 

to 4G. In case you have not been following the 5G NR move-

ment, here are the highlights of this overly complex radio and 

networking technology.

•	 5G is expected to use mostly new spectrum, although 

some systems will use bands below 6 GHz. Most of the 

usual bands in the 700 MHz to 2.6 GHz range are full 

but some operators are expected to build some 5G sys-

tems in this range as their spectrum holdings permit. 

The FCC also opened up 150 MHz of spectrum in the 

3.5 GHz band called the Citizens Broadband Radio 

Service (CBRS). This is shared spectrum but some 

may use it for 5G. Otherwise most 5G systems will be 

implemented in the millimeter wave (mmwave) bands. 

In the U.S. the 27-28 and 37-40 GHz bands are avail-

able with most operators implementing systems in the 

28 GHz band. These frequencies offer the bandwidth 

to achieve the promised data rates.

•	 Data rates are expected to top 1 Gb/s with a peak of 10 

Gb/s depending upon the bandwidth allotted and sig-

nal path environment. Ordinary data rates for mobile 

will be hundreds of megabits per second.

•	 Carrier aggregation (CA) will be used to piece together 

different segments of spectrum into a unit to support 

the desired higher data rate. CA bands can be contigu-

ous or non-contiguous; even unlicensed spectrum can 

be aggregated.

•	 Modulation is expected to be some variation of OFDM. 

Multiple schemes have been under investigation and 

some carriers have decided on their favorite. Wave-

forms under consideration are FBMC (filter-bank mul-

ticarrier), f-ODFM (filtered-OFDM), GFDM (gen-

eralized frequency division multiplex), and UFMC 

(universal filtered multicarrier). For example, Verizon 

has selected standard CP-OFDM (CP=cyclic prefix) 

used now with 75 kHz subcarrier spacing. The final 

standard has not been announced.

•	 Increased use of time division duplexing (TDD). Most 

LTE is frequency division duplex (FDD) and uses sepa-

rate spectrum segments for up and down links. 5G may 

use it as well. However, by using TDD only half the 

spectrum is needed.

•	 Small cells are expected to form the primary 5G net-

work. Small cells the size of a shoe box can be bolted 

to light poles and the sides of buildings rather than 

require separate towers. Some will be indoors. Called 

HetNet densification, this topology uses many small 

cells to cover a given area because of the short range 

of mmwave signals. A key issue is getting permission 

from municipalities and companies to attach the cells 

to the various structures. The FCC is trying to ease and 

facilitate this need.

•	 Backhaul will be fiber where it is possible to lay it, 

otherwise mmwave backhaul will use the 70 to 80 GHz 

bands. Some front haul, links between cells, is also 

expected.

•	 Massive MIMO is also an essential feature to be imple-

mented. Massive MIMO, usually meaning more than 

64 antenna systems, can serve multiple users and pro-

vide beamforming. MIMO is a key technical feature of 

5G as it provides the multiuser service as well as the 

higher data rates.

•	 Increased sectorization with beamforming provides 

spatial multiplex capability and enables frequency 

reuse. Adaptive beamforming boosts signal power and 

lets small cells avoid interference and initiate more 

reliable links.

•	 Software-defined network (SDN) and network func-

tion virtualization (NFV) will form the basis for the 

5G network. While beyond the scope of this article, 

these software technologies will manage the small-cell 

network, dynamically reconfigure the network of small 

cells, and provide faster, easier implementation of new 

subscribers.
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5G Wireless

ApplicAtions

The new applications of automotive and IoT/M2M have 

already been mentioned. In addition, 5G will also implement 

the usual cellular uses of texting, email, and internet access. 

But no voice. Voice service will be via older 3G systems or 

by way of 4G voice over LTE (VoLTE) where implemented. 

Mobile service will be faster than ever.

A new application is broadband connectivity. Some rural 

areas still do not have a fast internet connection via cable or 

DSL. A 5G high-speed internet connection is possible and 

could be one of the first 5G services to be implemented. A 5G 

wireless link will finally provide the speeds at home and office 

that metropolitan area user expect and are accustomed to.

WhAt About ltE?

So what happens to the current 4G LTE system?  It will 

carry on and continue to be upgraded and supported. LTE or 

long-term evolution has been around since about 2009 and 

has grown significantly to today it is the mainstream cellular 

network in most of the developed world. It is fast and reli-

able. And many carriers have yet to implement upgrades to 

LTE-Advanced and LTE-Advanced Pro that put into service 

higher data rates and other features. LTE-A according to the 

International Telecommunications Union (ITU) is the real 4G.

LTE-Advanced implemented carrier aggregation that 

accommodates up to five 20 MHz carriers for a total of 100 

MHz bandwidth that supports downlink rates to 150 Mb/s. 

LTE-A also added 256QAM modulation for a further boost in 

data rate. LTE-Advanced Pro goes further, allowing up to 32 

carriers to be aggregated for even greater bandwidth and add-

ing 4x4 MIMO permitting 1 Gb/s LTE.

Another feature of the LTE-A Pro update is the use of unli-

censed spectrum to further increase bandwidth. Advanced 

Pro accommodates Licensed Assisted Access (LAA) and LTE-

WLAN (LWA) that stitches together LTE spectrum and unli-

censed 5 GHz spectrum used with Wi-Fi 802.11ac/ax. To 

minimize interference to Wi-Fi connections, a listen-before-

talk feature is implemented. Another similar technology called 

LTE-U for unlicensed is also available to expand transmission 

bandwidth using the 5 GHz band and boost downlink speed.

LTE-A Pro provides for IoT/M2M connectivity with new 

versions that use less bandwidth for lower speeds and power 

savings. LTE-M uses only 1.4 MHz of bandwidth to achieve 

speeds up to 1 Mb/s. An ever more frugal version called NB-

IoT uses only one OFDM resource block of 180 kHz to achieve 

a data rate to 250 kb/s. These new versions are expected in 

many current IoT applications and in vehicle-to-everything 

(V2X) applications like ADAS and self-driving cars.

LTE Advanced also offered up several other variations. An 

interesting feature is device-to-device (D2D) communica-

tions that lets LTE handset owners talk directly to one another 

rather than through a cell site. This allows LTE handsets to be 

used like two-way radios with the usual push-to-talk (PTT) 

capability. D2D handsets use something called Proximity 

Services (ProSe) to discover one another and implement a link 

with or without assist from a nearby cell site. This feature was 

added as an incentive to public safety organizations to use LTE 

networks over other digital radio technologies like P25 and 

TETRA.

The LTE-A Pro version also implements LTE Broadcast. 

LTE-B is the use of LTE for video broadcasting. It uses chan-

nels in the 470 to 694 MHz UHF band. When implemented, it 

will provide video broadcasting to support the growing OTT 

video content vendors.

LTE is entrenched. It is not going away even when 5G comes 

along. ABI Research projects that high-speed downlink LTE-

Advanced Pro subscribers will reach 641 million in 2021. ABI 

further says that 50% of the global population will be able to 

connect to a 4G LTE network by 2022. ABI also reports that it 

expects more than15 mobile operators will be offering Gigabit 

LTE to subscribers by the end of 2017. We will just have to 

make do with LTE until 5G arrives.

thE DEsiGn chAllEnGEs of 5G

4G LTE systems are complex but 5G adds much more com-

plexity in the basestations and handsets. Early prototypes have 

used FPGA designs that can be revised as needed for testing 

purposes. Test-equipment vendors have provided consider-

able hardware and software to make R&D possible. Once the 

standards have been completed the semiconductor companies 

can make 5G chips. Already both Qualcomm and Intel have 

announced 5G modems. The Qualcomm modem X50 is based 

upon its Snapdragon processors and supports 5G NR sub-

6GHz and mmwave bands as well as gigabit LTE. The Intel 

modem, nicknamed “Goldridge” (Fig. 1) also covers the 5G 

NR sub-6GHz and mmwave bands as well as 4G LTE. 

1. Intel’s 5G modem Supports coverage in the sub- 6GHz and 28 GHz 

mmwave bands and manages 2x2 and 4x4 MIMO configurations. 

(Courtesy of Intel)
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Another useful 5G chip is Analog Devices AD9371, a dual 

RF transceiver that targets basestations, small cells, and back-

haul units (Fig. 2). In addition to the dual receivers and trans-

ceivers, the chip also integrates ADCs, frequency synthesizers, 

and related DSP. The tunable range is 300 MHz to 6 GHz. This 

device should be one good solution to implementing large-

scale MIMO systems.

Single-chip modems and transceivers are great but the 

real design problem is the radio fre-

quency front-end (RFFE). The RFFE 

is that section of a cell phone that 

includes the antennas, LNAs, filters, 

switches, and PAs. Figure 3 shows 

a typical RFFE for a 4G phone as 

an example. The complexity comes 

from the need to cover multiple 

bands. This means many filters for 

each band on both the transmitters 

and receivers. The usual arrange-

ment is to divide the RFFE into sec-

tions for low bands (698-960 MHz), 

mid-band (1710-2200 MHz), and 

high-band (2400-3800 MHz). 5G 

would add another section. And let’s 

not forget the circuitry and anten-

nas for Wi-Fi, Bluetooth, and GPS. 

Filters are usually surface acoustic 

wave (SAW) or bulk acoustic wave 

(BAW) types. Good filters are essen-

tial to minimize cross talk and inter-

modulation distortion. The new 

phones will still cover the needed 

LTE bands but also new mmwave 5G 

band’s filters along with the related 

LNAs and PAs. Multiplex switches 

will be more complex. A different 

type of filter will be needed for the 

mmwave bands. 

Fi lter company Resonant has 

developed a design tool that can pro-

duce structures that outperform tra-

ditional designs. As for the antenna 

arrangements, they will be compli-

cated by the MIMO configurations 

and/or the use of phased arrays for 

beamforming. Eventually some of 

the circuitry will be fully integrated 

to save space.

Others addressing the RFFE prob-

lem are Cavendish Kinetics and 

Qorvo. Cavendish offers a line of RF 

MEMS switches and antenna tuners. 

The antenna tuners are selectable switched capacitors for tun-

ing antennas over a wide range (Fig. 4). This minimizes the 

number of antennas needed. The MEMS switches have very 

low loss, a quality needed for so much band switching. The 

whole rationale for an antenna tuner is to improve antenna 

efficiency. For electrically small antennas, efficiency is directly 

related to antenna volume and inversely related to operational 

bandwidth. 

2. Analog Devices AD9371 transceiver is the kind of IC needed to build 5G equipment.  

(Courtesy of Analog Devices)
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5G Wireless

Qorvo covers the whole RFFE with GaN PAs, LNAs, and 

switches. Their QPB9318 and QPB9319 are highly integrated 

dual-channel switch-LNA modules that support frequency 

bands below 5G. These modules pair with the QPA2705 GaN 

PA to provide a complete massive MIMO RF solution.

Research firm Yole Developpement of Lyon, France, says 

that 4G and 5G are changing the front-end industry. They 

project that the RFFE business will grow from $10.1 billion in 

2016 to $22.7 billion in 2022.

The 5G DebuT While WaiTinG on 6G

When will we actually see 5G? It will come gradually in 

stages. The Third Generation Partnership Project (3GPP), 

the organization developing 5G, agreed to complete one 

part of the standard by March 2018. This is earlier than 

initially agreed upon, but it will give all parties a head start 

in building chips and workable systems. Some operators 

have said that they will use their existing 4G LTE network 

along with the new 5G physical layer for initial operation. 

The remaining standards will come along in 2019 with final 

ITU blessing in 2020. Both AT&T and Verizon have pre-

standard test networks in place now and could offer limited 

early service in 2018. Some carriers have indicated they will 

initially use their 5G capability for wireless broadband for 

rural areas and as a competition with cable, DSL, and fiber 

ISPs. Residents of remote and underserved areas will really 

appreciate the gesture.

There has been little word so far about the phones them-

selves. No doubt they are under development but are ham-

pered by the lack of final standards as well as chips.

So shouldn’t we start thinking about 6G? Some researchers 

are probably already working on the options. Will it be in the 

100 GHz+ spectrum or optical-based? Or satellite? My guess is 

that 6G is probably going to be more evolutionary than revo-

lutionary as the 

technology may 

not be there yet. 

Think 2030 time 

f r a m e .  In  t h e 

meantime, enjoy 

your 4G LTE and 

brace for 5G. 
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3. This is a current, state-of-the-art RF front-end architecture of a 4G smartphone showing 

filters, switches, and amplifiers.  (Courtesy of Resonant)

4. Bottom view 

of the Cavendish 

Kinetics MEMS 

switched capacitor 

antenna tuner.
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Product Trends
william wong | Technical Editor

S
afety and security are mantras for the Internet 

of Things (IoT) with over 60% of the respon-

dents in the recent Electronic Design Embedded 

Revolution survey indicating that these were 

important to their design. But what does it mean and how do 

we get there?  

At one end of the spectrum is the initial system design and 

at the other testing to make sure the application does not break 

and cannot be compromised. The problem with the latter is 

that, like bug fixing, testing costs rise exponentially the farther 

from the development process one goes and the number of 

potential items to test rises as well. 

The development is an iterative process and bugs are intro-

duced and fixed in this process. This includes ones associated 

with safety and security as well as functional bugs that affect 

the intended application use. This is where coding standards, 

static analysis, and dynamic analysis come into play because 

they lighten the developer’s burden to create bug-free code. 

Unfortunately, the current state of affairs is not good.

According to the Barr Group’s 2017 Embedded Systems 

Safety & Security Survey:

•	 9% of IoT designers don’t keep their source code in a 

version control system

•	 56% don’t perform regular source code reviews for bugs 

and security holes

•	 60% don’t use a static analysis tool to check the source 

code

•	 25% don’t have a bug database or other system to track 

known issues

•	 37% don’t utilize a written coding standard, and others 

don’t enforce one consistently

Likewise, our Embedded Revolution survey shows that only 

43% have a coding standard. Coding standards are sometimes 

developed internally but many employ standard coding prac-

tices like MISRA C/C++. 

The results are even worse for the use of static analysis tools. 

The problem is that automatic checking of coding standards 

and the use of static analysis tools can significantly reduce the 

number of undetected bugs that need to be fixed later in the 

design process. The costs in time and money to use these tools 

and procedures is not minor, but the payoff is significant simply 

because the cost of fixing bugs grows exponentially as the soft-

ware moves from the developer to the field. 

“Static analysis is a fundamental capability for identifying and 

eliminating potential coding flaws, weaknesses, and vulnerabili-

ties,” says Jim McElroy, vice president of marketing for LDRA. 

“When used early and throughout the development process, 

static analysis can analyze and report on code clarity, maintain-

ability, and testability, as well as help developers adhere to coding 

standards such as MISRA and CERT. This results in eliminating 

potential problems early where they are less costly to fix.”

The trends show more companies and developers employing 

coding standards and analysis tools but we are still well short 

of where we should be to provide products that will be safe and 

secure as the number of IoT devices moves into the billions.  

Safety and security need to be addressed 

early in the design process and so should 

testing.

Development Testing
for Safety and Security

In-house or commercial
developed standard

43%

Linux Kernel Coding standard 26%

CERT’s Secure Coding Standards
for C, C++, or Java

22%

MISRA C/C++ 20%

Barr Group’s Embedded C
Coding Standard

Multiple responses allowed.5%

Not all companies are employing coding standards in their 

development process (from Electronic Design’s 2017 Embedded 

Revolution survey).
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Cost-Effective Unit 
Testing and Integration 
in Accordance with ISO 26262
Staying on track with ISO 26262 to meet automotive functional safety standards requires 

automation throughout the software lifecycle. The result is cost-effective production of 

high-assurance software.

Mark Pitchford | LDRA

Engineering Essentials

T 
he modern automobile is a maze of interactive 

electromechanical systems. Many of them, such 

as brakes, steering, airbags, powertrain, and 

adaptive driver assistance systems, are critical to 

human life and safety. Others—such as entertainment sys-

tems—not so much. However, they all rely on an exploding 

volume of software, and in many designs these component 

systems also share the same internal communication infra-

structure. That means that functional safety from a systems 

perspective as well as at the independent unit level must be 

assured during the development and testing of this code. 

The PurPose and scoPe of Iso 26262

ISO 26262 is a functional safety standard for road vehicles 

that defines requirements and processes to assure safety along 

a range of hazard classification levels called Automotive Safety 

Integrity Levels (ASIL). These specify functional safety mea-

sures for levels A (least hazardous) to D (most hazardous). 

ISO 26262 specifies a process that begins with general require-

ments, the specification of actual safety requirements, the 

design of the software architecture, and the actual coding and 

implementation of the functional units. There are also steps 

for testing and verification of each of these.

The necessary and detailed work of specifying system 

design requirements and safety requirements can be done 

at a fairly abstract level using spreadsheets, word processing 

tools, and more formal requirements-management tools. 

However, these requirements must also flow down to both the 

individual software components that implement them and the 

verification activities that prove them. Under ISO 26262, bi-

directional traceability is critical to ensure a transparent and 

open lifecycle of development. Similarly, if code needs to be 

rewritten it is important to understand from which upstream 

requirement it was derived.

sofTware archITecTure desIgn and  

TesTabIlITy 

Design-for-testability is often an overloaded term, but the 

concept is clear under ISO 26262. The software architectural 

design, called out in Section 7 of the standard, specifically 

sets out to produce a software architecture that meets the 

software safety requirements. Modeling tools are often used 

during this early phase to explore the solution space for the 

software architecture. Some companies still rely on manual 

methods of high-level design, using documents or even high-

level coding (that is, minus the detailed behavior). Regard-

less of the method, during design as well as during imple-

mentation, the architectural design must be verified. For 

lower levels of safety integrity, i.e., levels A and B, techniques 

such as informal walkthroughs and inspections may suffice. 

For higher safety-integrity levels such as C and D, automa-

tion techniques allow developers to cost-effectively perform 

architectural analysis and review, including in-depth control 

flow and data-flow analysis. Ultimately, under ISO 26262 the 

architectural design should lead to a well-defined software 

architecture that is testable and easily traceable back to its 

functional safety requirements. 

ISO 26262 also requires a hierarchical structure of software 

components for all safety-integrity levels. From a quality per-

spective, the standard includes example guidelines such as:

Software components should be restricted in size and loose-

ly coupled with other components.
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Engineering Essentials

•	 All	variables	need	to	be	initialized.	

•	 There	should	be	no	global	variables	or	their	usage	must	

be	justified.	

•	 There	should	be	no	implicit	type	conversions,	uncon-

ditional	jumps,	or	hidden	data	or	control	flows.	

•	 Dynamic	objects	or	variables	need	to	be	checked	if	

used	at	all.	

Without	automation,	the	process	of	checking	all	these	rules	

and	recommendations	against	the	unit	under	implementation	

would	be	painstaking,	costly,	and	error-prone.	

Coding StandardS and guidElinES in thE  

ContExt of iSo 26262

Within	the	requirements	of	ISO	26262,	software	unit	imple-

mentation	contributes	to	a	more	testable,	high-quality	applica-

tion.	While	ISO	26262	does	not	specify	a	particular	coding	

standard,	it	does	require	that	one	be	employed.	Appropriate	

standards	and	guidelines	such	as	MISRA	C:2012,	MISRA	

C++:2008,	SEI	CERT	C,	CWE,	and	others	share	the	goal	of	

eliminating	potential	safety	and	security	issues	and	are	sup-

ported	by	automated	tool	suites.	The	coding	guidelines	can	

be	regularly	checked	and	enforced	using	an	integrated	static	

analysis	tool	that	examines	the	source	code	and	highlights	any	

deviations	from	the	selected	standard.

Beyond	adherence	to	coding	standards,	fully	integrated	

software	tools	can	check	and	enforce	guidelines	for	quality	

design	of	software	units	and	facilitate	their	integration	and	

testing	according	to	the	defined	software	architecture	and	the	

system’s	requirements.	Applying	and	enforcing	such	principles	

at	the	unit	coding	level	makes	it	more	certain	that	the	units	

will	fit	and	work	together	within	the	defined	architecture.	

Ideally,	an	integrated	tool	suite	should	collate	these	automated	

facilities	so	that	they	can	be	applied	to	all	stages	of	develop-

ment	in	the	standard	“V”	process	model	(Fig. 1)	and	can	coor-

dinate	requirements	traceability,	analysis,	and	testing	over	all	

stages	of	product	development.	

StatiC analySiS and SoftwarE unit tESting

From	a	broad	perspective,	ISO	26262’s	practices	are	aimed	

at	making	code	more	understandable,	more	reliable,	less	prone	

to	error,	and	easier	to	test	and	maintain.	For	example,	restrict-

ing	the	size	of	software	components	and	their	interfaces	makes	

them	easier	to	read,	maintain,	and	test,	and	therefore	less	sus-

ceptible	to	error	in	the	first	place.	Static	analysis	can	check	a	

host	of	guidelines	to	ensure	that	variables	are	initialized,	global	

variables	are	not	used,	and	recursion	is	avoided.	The	existence	

of	global	variables,	for	instance,	can	cause	confusion	in	a	large	

program	and	make	testing	more	difficult.	Applying	static	anal-

ysis	throughout	the	code-implemen-

tation	phase	can	highlight	violations	

as	they	occur,	and	ultimately	confirm	

that	there	are	none	present.	In	addition,	

tools	can	generate	complexity	metrics	

to	make	it	possible	to	measure	and	con-

trol	software	component	size,	complex-

ity,	cohesion,	and	coupling	(Fig. 2).

Software	unit	testing	demonstrates	

that	each	software	unit	(function	or	

procedure)	fulfills	 the	unit	design	

specifications	and	does	not	contain	

any	undesired	behavior.	Once	that	is	

proven,	unit	integration	testing	dem-

onstrates	the	continued	correctness	

of	that	behavior	as	these	units	are	

deployed	as	part	of	a	system,	and	then	

that	this	integration	actually	realizes	

the	software	architectural	design	laid	

out	at	the	higher	level.	Perhaps	the	ulti-

mate	integration	test	is	a	system	test,	

when	all	of	the	software	is	operated	as	a	

coherent	whole.	

Unit	testing	and	unit	integration	

testing	uses	this	framework	to	pro-

vide	a	harness	to	execute	a	subset	of	

the	code	base,	and	verify	that	the	func-

tionality	of	the	software	interfaces	is	

Requirements
traceability
TBmanager
IBM Rational

DOORS
Polarion ALM

ReqIF
MS Word & Excel

Model-based
development
IBM Rational

Rhapsody
MathWorks Simulink

Esterel SCADE

Static analysis
Quality metrics

Coding standards compliance

TBvision
LDRArules
LDRAcover

Programming standards
checking and metrication

TBvision
LDRArules

Automated unit testing
TBrun

LDRAunit

TEeXtreme

Integrated and
model-driven

testing
TBvision

Test verification
LDRA Testbed

Compliance
management

ISO 26262-4:2011
Section 7

System design

ISO 26262-6:2011
Section 6

Specification of
software safety

requirements

ISO 26262-6:2011
Section 7
Software

architectura
design

ISO 26262-6:2011
Section 8

Software unit
design and

implementation

ISO 26262-6:2011
Section 9
Software

unit testing

ISO 26262-6:2011
Section 10
Software

integration
and testing

ISO 26262-6:2011
Section 11

Verification of
software safety

requirements

ISO 26262-6:2011
Section 8

Item integration
and testing

1. The diagram above illustrates the capabilities of an automated tool chain to the ISO 26262 

process guidelines.
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Communications

A
s more factories become automated, it’s clear 

that communications between machines, 

robots, and the computers that direct them 

is critical. The more information that’s com-

municated, the greater the productivity. But with ever-larger 

amounts of data being communicated, the need to analyze 

and interpret the information, and use it in decision-making, 

becomes that much more critical.  Integration of wireless sen-

sor networks and artificial intelligence (AI) helps meet those 

demands. 

Factory Automation Banks on 

Wireless and  
AI Technology 
to Succeed

Communications and 

intelligence are the 

key cogs in creating 

a productive, efficient 

factory-automation 

environment. Here’s 

a primer to get you 

started.

28 may 2017   eleCtroniC design



IndustrIal Internet of thIngs (IIot)

The ultimate solution, of course, is the industrial internet 

of things or IIoT.  This is the application of standard IoT con-

cepts to manufacturing. IIoT is essentially the monitoring and 

control of factory equipment using wireless methods, internet 

cloud connectivity, and advanced data analysis incorporating 

artificial intelligence. You may also know of this as Industry 

4.0, the German reference to the current fourth generation of 

manufacturing that incorporates better communications and 

intelligent computers and software to greatly improve manu-

facturing through automation.

IIoT advocates connecting all possible devices with sensors 

to a network that’s able to send the data to computers that 

can store, analyze and display the data.  Software will analyze 

the data and harvest the knowledge it contains to help make 

smart decisions that will succeed in achieving the productivity 

objectives previously set.

Virtually every employee, tool, robot, or device contains 

valuable data that can potentially improve your manufactur-

ing operations. Such data will identify inefficiencies, spot 

potential problems, and provide improved quality control. 

The outcome could produce a competitive edge. An IIoT sys-

tem can also spot trends, help streamline the manufacturing 

process, avoid downtime, and optimize your existing assets.  

The whole approach involves new hardware and software.

WIreless factory communIcatIons

In the past, wired communications was the norm in fac-

tory automation. Many special networks and fieldbuses were 

created to connect sensors and controlled devices to comput-

ers and one another.  

Many of these net-

works are still used. 

In addition, Ether-

net has emerged as 

THE net work ing 

technology of choice 

for industrial appli-

cations, sometimes 

replacing older lega-

cy technologies. 

F u r t h e r m o r e , 

wireless technology 

has become more 

reliable with many 

f l e x i b l e  c h oi c e s . 

Thus,  it’s  emerg-

ing as a way to not 

only replace older 

systems, but also to 

increase the amount 

of sensor monitor-

ing, further increasing the breadth of useful machine data. 

Below is a rundown of some choices to consider when looking 

to expand the communications capabilities for a factory auto-

mation system (see table).  

Ieee 802.15.4

IEEE 802.15.4 is designed to support peer-to-peer links 

as well as wireless sensor networks. The standard defines 

the basic physical layer (PHY), including frequency range, 

modulation, data rates, and frame format, and the media-

access-control (MAC) layer. Separate protocol stacks are 

then designed to use the basic PHY and MAC. Several 

wireless standards use the 802.15.4 standard as the PHY/

MAC base, including ISA100a, Wireless HART, ZigBee, and 

6LoWPAN.

The standard defines three basic frequency ranges. The 

most widely used is the worldwide 2.4-GHz ISM band (16 

channels), which has a basic data rate is 250 kb/s. Another 

range is the 902- to 928-MHz ISM band in the U.S. (10 

channels). The data rate is 40 or 250 kb/s. Then there’s the 

European 868-MHz band (one channel) with a data rate of 

20 kb/s.

All three ranges use direct sequence spread spectrum 

(DSSS) with either binary phase-shift-keying (BPSK) or off-

set quadrature phase-shift-keying (QPSK) modulation. The 

multiple-access mode is carrier sense multiple access with 

collision avoidance (CSMA-CA). The minimum defined 

power levels are –3 dBm (0.5 mW). The most common pow-

er level is 0 dBm, while a 20-dBm level is defined for longer-

range applications. Typical range is less than 10 meters.

SHORT-RANGE WIRELESS TECHNOLOGIES USED IN FACTORY AUTOMATION

Technology or 
standard

Frequency Range Features Common 
applications

Cellular Common cellular 
bands

Several km Longer range M2M

Dust Networks 2.4 GHz 10 m TDM, security Mesh networks

IEEE 802.15.4 2.4 GHz <10 m Multiple protocols 
available

Wireless networks

ISA100a 2.4 GHz <10 m Extra security and  
reliability

Industrial monitoring 
and control

ISM band Part 15 frequencies <10 m Low cost, simplicity Monitor and control

RFID 125 kHz, 13.56 
MHz, 902-928 MHz

<1 m Low cost Tracking inventory, 
access

6LoWPAN 2.4 GHz <10 m Internet access Monitor and control  
via internet

Wi-Fi 2.4 and 5 GHz <100 m High speed, ubiquity Local networks, internet 
access, broadband

Wireless HART 2.4 GHz <10 m HART protocol Industrial monitor and 
control

ZigBee 2.4 GHz <10 m Mesh networks Home, industrial monitor 
and control
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6LoWPAN

Developed by the Internet Engineering Task Force (ITEF), 

6LoWPAN provides a way to transmit IPv6 and IPv4 Internet 

Protocols over low-power wireless point-to-point (P2P) links 

and mesh networks. The 6LoWPAN standard (RFC4944), 

which is short for IPv6 protocol over low-power wireless 

PANs, also permits the implementation of the Internet of 

Things on even the smallest and remote devices.

The protocol provides encapsulation and header compres-

sion routines for use with 802.15.4 radios. If your wireless 

device must have an internet connection, this is your technol-

ogy of choice.

CeLLuLAr  

With services from most network carriers, cellular radio 

provides data-transmission capability for machine-to-

machine (M2M) applications. M2M is used for remote moni-

toring and control. Cellular radio modules are widely available 

to build into other equipment. Older 2G and 3G modules are 

now being replaced by 4G LTE modules such as NB-IoT.  The 

working range is from 1 to 10 km, which is the range of most 

cell sites today.

Dust NetWorks

Dust Networks was acquired by Linear Technology, 

which in turn was acquired by Analog Devices. Its Smart-

Mesh technology is based on the 802.15.4 and 6LoWPAN 

standards. The prime benefit of this technology is its abil-

ity to form ad hoc, self-repairing mesh sensor networks 

that increase range and reliability. Other key features are 

its 10,000-hour battery-lifetime modules and NIST-grade 

AES-128 security.  

SmartMesh networks communicate using a time-synchro-

nized channel-hopping (TSCH) link layer, a technique where-

by all nodes are synchronized to within a few microseconds. 

Network communication is organized into TDM time slots 

that permit channel hopping and full path diversity. They 

also offer a version of a HART wired network called Wire-

lessHART (see below).

IsA100A

Developed by the International Society of Automation, 

ISA100a is designed for industrial process control and fac-

tory automation. It uses the 802.15.4 PHY and MAC, but adds 

special features for security, reliability, feedback control, and 

other industrial requirements.

IsM BAND

Most of these standards use the unlicensed ISM bands set 

aside by the Federal Communications Commission (FCC) in 

Part 15 of the Code of Federal Regulations (CFR) 47. The most 

widely used ISM band is the 2.4- to 2.483-GHz band, which 

is used by Wi-Fi, Bluetooth, 802.15.4 radios, and many other 

devices. The second most widely used band is the 902- to 928-

MHz band, with 915 MHz being a sweet spot. Modulation is 

typically ASK/OOK or FSK.  Other popular ISM frequencies 

are 315 MHz for garage-door openers and remote-keyless-

entry (RKE) applications, and 433 MHz for remote tempera-

ture monitoring. 

rFID

Radio-frequency identification (RFID) is used primarily 

for identification, location, tracking, and inventory. A nearby 

reader unit transmits a high-power RF signal to power pas-

sive (unpowered) tags and then read the data stored in their 

memory.

RFID tags are small, flat, and cheap, and can be attached 

to anything that must be tracked or identified. They have 

replaced bar codes in some applications. RFID uses the 13.56-

MHz ISM frequency, but other frequencies are also used, 

including 125 kHz, 134.5 kHz, and frequencies in the 902- to 

928-MHz range. Multiple ISO/IEC standards exist.

WI-FI

Wi-Fi is the commercial name of the wireless technology 

defined by the IEEE 802.11 standards. Next to Bluetooth, 

Wi-Fi is by far the most widespread wireless technology. It’s 

in smartphones, laptops, tablets, and ultrabooks, as well as 

TV sets, video accessories, and home wireless routers. On 

top of that, it’s deployed in many industrial applications. Wi-

Fi is now showing up in cellular networks, where carriers are 

using it to offload some data traffic like video that clogs the 

network.

The initial version, called 802.11b, was popular because it 

offered up to 11-Mb/s data rates in the 2.4-GHz ISM band. 

Since then, new standards have been developed including 

802.11a (5-GHz band), 802.11g, and 802.11n using OFDM 

to get speeds up to 54 and 300 Mb/s under the most favorable 

conditions.

More recent standards include 802.11ac, which uses mul-

tiple input, multiple output (MIMO) to deliver up to 3 Gb/s 

in the 5-GHz ISM band. Wi-Fi is readily available in chip 

form or as complete drop-in modules. The range is up to 100 

meters under the best line-of-sight conditions. This is a great 

option, where longer range and high speeds are needed for the 

application.

WIreLess HArt

HART is the Highway Addressable Remote Transducer pro-

tocol, a wired networking technology widely used in industry 

for sensor and actuator monitoring and control. Wireless 

HART is the wireless version of this standard. The base of it is 

the 802.15.4 standard in the 2.4-GHz band. The HART proto-

col is a software application on wireless transceivers.
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Low Drift, High Accuracy
frequency counter with rubidium timebase

SR625 ... $6,950 (U.S. list)

The SR625 combines the atomic accuracy of a rubidium timebase with the best available 
single-shot time resolution (25 ps) of any counter — at an unbelievable low price. It measures time 
interval, frequency, period, phase, pulse width, event counting, and much more.

• Rubidium atomic timebase 

• 2 GHz prescaler input 

• 25 ps single-shot time resolution

• 11-digit frequency resolution (1 s) 

• Statistical analysis & Allan variance 

• GPIB and RS-232 interfaces

The SR625 Frequency Counter consists of a frequency counter (SR620), a high-accuracy 
rubidium timebase (PRS10), and a 2 GHz input prescaler.  The rubidium timebase ensures 
excellent frequency accuracy with a long-term drift of less than 5 × 10–11/month.

The SR625 is ideal for critical measurements like clock jitter, pulse-to-pulse timing, oscillator 
characterization, and frequency stability. Please contact us for details.

Stanford Research Systems (408)744-9040

www.thinkSRS.com

http://www.thinkSRS.com
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ZigBee

Emanating from the ZigBee Alliance, it’s a software protocol 

and technology that uses the 802.15.4 transceiver as a base. 

It provides a complete protocol stack designed to implement 

multiple types of radio networks that include point-to-point, 

tree, star, and point-to-multipoint. Its main feature is the abil-

ity to build large mesh networks for sensor monitoring. And, it 

can handle up to 65,000 nodes.

ZigBee also provides profiles or software routines that 

implement specific applications for consumer home automa-

tion, building automation, and industrial control. Examples 

include building automation for lighting and HVAC control, 

as well as smart meters that implement home-area-network 

connections in automated electric meters. ZigBee is widely 

used in factory automation and can be used in other M2M and 

Internet of Things applications as well.

CritiCal Design FaCtors

The performance of a wireless link is based on pure physics 

as modified by practical considerations. In implementing a 

short-range wireless product or system, the important fac-

tors to consider are range, transmit power, antenna gains if 

any, frequency or wavelength, and receiver sensitivity. Basic 

guidelines include:

•	 Lower frequencies extend the range if all other factors 

are the same. This is strictly physics. A 900-MHz signal 

will travel farther than a 2.4-GHz signal, and a 60-GHz 

signal has substantially less range than a 5-GHz signal.

•	 Lower data rates will also extend the range and reliabil-

ity for a given set of factors. Lower data rates are less 

susceptible to noise and interference. Always use the 

lowest possible data rate for the best results.

•	 Latency is a major factor today in many automation 

scenarios. Latency is that time delay between the ini-

tial trigger of an event and the actual start time of the 

event.  Robot operations are sometimes critical of tim-

ing. Latency is usually in the millisecond range, but 

varies with the technology used. Check your needs 

before choosing a technology.

•	 Security may be important if the company fears out-

side tapping into valuable production data available 

via wireless. Most wireless products today incorporate 

security in the form of AES-128 encryption that’s suf-

ficient to protect most systems.

•	 Losses through walls, surrounding equipment, or oth-

er obstacles should also be considered.

•	 Add fade margin to your design to overcome unexpect-

ed environmental conditions, noise, or interference. 

This ensures your system will have sufficient signal 

strength over the range to compensate for unknowns. 

Increase fade margin if the signal must pass through 

walls and other obstructions.

Keep in mind that antennas can have gain. By making the 

antenna directional, its beam is more focused with RF power 

and the effect is the same as raising the transmit power. Half-

wave dipoles and quarter-wave verticals aren’t considered to 

have gain unless compared to a pure isotropic source.

artiFiCial intelligenCe (ai)

What good is added sensor data if you can’t interpret it or 

use it to boost efficiency? Data-acquisition software can help 

sort the data and graph it for interpretation. That is posi-

tive, but often engineers discover that specialized software is 

needed for the specific processes involved.  As more experi-

ence is gained, engineers are finding that AI software can help 

do more in less time and with minimal injection of human 

decision-making operations. AI can quickly analyze data and 

implement process changes to boost productivity on the fly.

One example of an AI application is predictive mainte-

nance. This is the practice of being able to determine what 

parts might fail in each machine tool and schedule replace-

ment during regular scheduled shutdowns. This prevents 

unexpected failures that occur during regular production runs 

and shuts all or many parts of the factory. Unscheduled fail-

ures cost massive amounts of money in lost output.

AI software can be built to use regular maintenance data in 

a knowledge base that records parts replaced in each machine 

and other factors such as time between breakdowns and other 

critical data.  The AI software analyzes all of these factors and 

then decides what to replace or service next during a regular 

maintenance period.  This process of predictive maintenance 

can boost uptime and save thousands if not millions of dollars 

in lost productivity.

Such AI software needs to be custom-designed in most cas-

es. In some situations, machine learning with neural networks 

can be used to learn from past maintenance data about what 

can go wrong and with what frequency.

While the details of AI are beyond the scope of this article, 

the ultimate goal of AI is to bring a degree of human intelli-

gence to the application, intelligence that can assess a situation 

and take action.  The idea is to analyze raw data and derive 

knowledge and understanding from it. Then the result is used 

to solve problems or make decisions. AI is a combination 

of hardware and special software that exploits search, logic, 

probability, and other special techniques like neural networks 

to work its human-like magic. 

W
hat good is added 

sensor data if you 

can’t interpret it or use it to boost 

efficiency? 
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Introduction
The LTC®3892 is a dual output synchronous buck 
controller featuring a wide input voltage range of 
4.5V to 60V and an output voltage of 0.8V to 99% 
of VIN. The combination of the LTC3892’s built-in 
FET drivers and external FETs yield high efficiency 
and high power capability, up to 97% efficiency and 
over 60A output current2. Its robust design—an IC 
operating junction temperature range of –55°C to 
150°C—meets the needs of industrial, automotive, 
telecom, military, aerospace and distributed systems. 

The LTC3892’s low IQ is indispensable in battery-
powered applications where idle current must be 
kept low. It features 29μA no-load quiescent current 

and 3.9μA shutdown current, maintaining battery 
charge as long as possible. The LTC3892’s wide 
input voltage range satisfies the demanding require-
ments of industrial and automotive applications, 
which are distinguished by their lack of stable, high 
quality voltage sources. For example, in automotive 
environments, a 12V nominal voltage rail can range 
from a low 5V to above 50V during cold starts and 
load dumps. The LTC3892’s ability to sustain the 
output in the face of high voltage inputs eliminates 
costly voltage suppressors; its low minimum input 
L, LT, LTC, LTM, Linear Technology and the Linear logo are registered 
trademarks of Analog Devices, Inc. All other trademarks are the property of 
their respective owners.

Figure 1. LTC3892, Dual Output DC/DC Converter Schematic
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Figure 3. LTC3892, VOUT2, 12V Efficiency CurvesFigure 2. LTC3892, VOUT1, 5V Efficiency Curves 

maintains an uninterrupted logic supply when the 
input voltage dips far below nominal.

Another key feature of the LTC3892 is its program-
mable gate voltage that can be set from 5V to 10V. 
This is important for many reasons. A designer can 
choose a standard (10V) gate drive level and select 
switching devices from the wide variety of MOSFETs 
offered by multiple vendors, optimizing the supply 
efficiency and reducing overall cost. However, if gate 
driver loss is important, then logic level (5V) FETs 
can be used. As a compromise, the gate voltage can 
be programmed to any intermediate value, providing 
acceptable gate and minimum conduction losses1. 
The LTC3892 features programmable undervoltage 
lockout (UVLO) and programmable EXTVCC via the 
DRVUV pin.

Circuit Description 
Figure 1 shows a single LTC3892, dual-output solu-
tion: 12V out at 5A and 5V out at 8A. The LTC3892 
controls two power trains, each with a pair of 
switching MOSFETs, inductor and output filter. This 
circuit demonstrates the ability for VOUT1 to be set 
to a fixed level by programming the VPRG1 pin. In 
this schematic it’s set to 5V1; consequently VOUT1 
is connected directly to the FB1 pin. The standard 
gate drive level is selected by tying the DRVSET pin 
to the INTVCC pin.

In the solution of Figure 1, the VIN pin and the drains 
of the top MOSFETs of both outputs are connected 
to the same input voltage VIN. However, these three 

ports can be connected to different voltages or power 
supplies if needed. Designers can bias the LTC3892 
through the VIN pin and apply a voltage from different 
sources to the drains of Q1 or Q3. Figures 2 and 3 
illustrate the efficiency of the converter in Figure 1 
at various input voltages. 

Demonstration circuits2 are available from the fac-
tory, designed to display a variety of load capabilities. 
Incorporating current mode control, a LTC3892 sup-
ply can be wired as a dual output supply as on the 
DC1998A demo board, as a 2-phase single output 
supply delivering 12V at 30A (DC2190A-B), or as a 
4-phase single output supply generating 12V at 60A 
(DC2190A-A).

Conclusion
The LTC3892 is a versatile 60V input, dual output 
buck controller, optimized for high efficiency DC/
DC solutions in automotive, industrial and telecom 
fields. Other salient features include programmable 
gate voltage, extremely low no-load and shutdown 
quiescent current, programmable frequency, internal 
bootstrap diodes and easy current sharing for high 
current designs.

References
1. http://cds.linear.com/docs/en/datasheet/ 

38921fb.pdf, LTC3892 Family Data Sheet

2. http://www.linear.com/product/LTC3892# 
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Engineering Essentials

in accordance with software design specification and require-

ments. That includes ensuring that only those requirements 

are met, and that the software does not include any unrequired 

(that is, undesired) functionality. This same unit test facility 

can be used to create fault-injection tests for functional safety, 

measure resource usage, and where applicable, ensure that 

auto-generated code behaves in accordance with the model 

from which it was derived. 

While static analysis can perform an automated “inspec-

tion” of the source code to verify adherence to the ISO 26262 

guidelines for coding and unit implementation, beyond that, 

the information derived from that static analysis can be used 

to provide a framework for dynamic analysis—the analysis of 

executed code. Ideally, all dynamic analysis should be imple-

mented using the target hardware so that any issues resulting 

from its limitations are highlighted as early as possible. If 

target hardware is not available in the early phases of a project, 

the code should be executed in a simulated environment based 

on the verification specification. That can allow development 

to proceed with the caveat that testing on the actual target 

hardware will ultimately be needed.

Ensuring TracEabiliTy To sofTwarE safETy 

rEquirEmEnTs 

Integration testing, then, is designed to ensure that all units 

work together and in accordance with the architectural design 

and the requirements. In the case of an ISO 26262-compliant 

project, that implies the verification of functions relating to 

the ISO 26262 software safety requirements as well as more 

generic functional requirements. Again, these tests can ini-

tially use a simulated environment, but ISO 26262 then calls 

for analysis of the differences between source and object code 

and between the test and the target environments in order to 

specify additional tests for ultimate use in the target environ-

ment. In any event, testing on the target hardware must be 

completed prior to certification.

Where tests fail, it is likely that 

code will need to be revised. Similar-

ly, requirements can change part-way 

through a project. In either case, all 

affected units must be identified and 

all the associated unit and integration 

tests must be re-run. Fortunately, such 

regression tests can be automated and 

systematically re-applied to assure that 

any new functionality does not adverse-

ly affect any that is already implemented 

and proven. 

This constant attention to the faithful 

representation of requirements by the 

code is especially relevant to unit test 

and integration. The inputs and expect-

ed outputs for these tests are derived 

from the requirements, as are tests for fault testing and robust-

ness. As units are integrated into the context of their associated 

call trees, the same test data can be reused.

Unit and integration testing with dynamic analysis ensures 

the software functions correctly, both as a unit and “playing 

well with others” when connected to other units in the overall 

program. However, in the latter context it is also necessary to 

evaluate the completeness of such testing as well as to make 

sure there is no unintended functionality. Function and call-

coverage analysis tests to see that all calls have been made 

and all functions have been called. It is, however, necessary 

to more thoroughly examine the structure by executing state-

ment and branch coverage, which assures that each statement 

has been executed at least once and that each possible branch 

from each decision point is taken at least once.

Where there are multiple conditions to consider at such a 

decision point, the number of possible combinations can soon 

lead to a situation where testing each of them is impractical. 

Modified Condition/Decision Coverage (MC/DC) is a tech-

nique that reduces the number of test cases required in such 

circumstances, calling only for testing to demonstrate that 

each condition can independently affect the result. 

Coverage analysis at the unit level will verify the conditions 

within that unit but will obviously not exercise calls outside 

that unit. Unit tests, integration tests, and system tests can all 

contribute to the degree of coverage over the entire project.

To place all of this into context: the functions of the software 

units are determined by the software architectural design, 

which is in turn determined by the requirements. Both the 

requirements and architecture, which define the units, also 

define the testing required by each of those units. In turn, 

when the units are integrated, they are tested to verify their 

functional interaction as well as their compliance to the soft-

ware architectural design and—for ISO 26262—both func-

tional and safety requirements. 

2. Static analysis can 

examine control and data 

coupling of a software 

unit and relate it to the 

system architecture.

34 May 2017   electronic design

(Continued from page 26)



The requirements at the top of the V-model shown in Fig. 

1 are often defined using specialized requirements tools such 

as IBM Rational DOORS, or modeling tools such as Math-

Works Simulink. Having a software tool suite that interfaces 

with such tools can be an advantage in verifying the bidirec-

tional traceability that is required by ISO 26262, even where 

modeling tools are used to automatically generate source 

code. These auto-generated units are subject to the same 

rigorous testing, verification, and integration procedures as 

hand-coded units, legacy code, and open-source code.

AutomAtEd tEsting And VErificAtion tools 

KEEp iso 26262 projEcts on trAcK

It is easy to think of development as a stage-by-stage pro-

cess, with test coming somewhere after coding. However, 

regular testing during development complete with bi-direc-

tional requirements tracing is vital because the later a failure 

shows up, the higher the cost in both time and money.

With all this concurrent activity, maintaining an up-to-

date handle on project and traceability status by traditional 

means is a logistical nightmare. For example, the possible 

cause of an integration test failure might be a contradiction 

in requirements, something that is much easier to deal with if 

recognized early. If it is later and the requirements need to be 

modified, it will have an inevitable ripple effect through the 

project. What other parts of the software are affected? How 

far back do you have to modify and test to be sure the change 

is covered? 

A similar unhappy scenario accompanies a coding error 

discovered late in the day. What other units are dependent on 

that code? What if there is an incorrect specification in one 

of the requirements but unit tests have already been run and 

are now at least suspect? How do you find your way to know 

that everything has been fixed?

In such situations, manual requirements tracing will at 

some point break down. At the very best, it will still leave 

a sense of uncertainty. However you collate your require-

ments, whatever design approach you adopt, whether you 

develop model-generated or hand-generated code, auto-

mated testing and verification tools can do more than just 

report on the status of a particular development stage. An 

integrated tool suite can provide traceability between the 

requirements, the design, and the source code—from the 

lowest-level functions and their test results up to the speci-

fied requirements. Staying on track with ISO 26262 from 

bright idea to a reliable and safely running system needs 

constant attention with a flair for detail that only automated 

tools can deliver. 
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New Screw-Lok for tougher demands

- Metal back-shells for maximum

strain relief and RF shielding

- Up to 45% smaller and up to

75% lighter than Micro-D
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vibration and temperature

- Excellent out-gassing properties

Higher Reliability
smaller footprint

www.harwin.com/gecko-sl

http://www.harwin.com/gecko-sl
http://electronicdesign.com


ideas for design

By Kris LoKere | Linear Technology Corp.

High-Voltage Amplifier Extends Coulomb-Counter 
Range to ±270 V

A coulomb counter  can measure charge that flows into or 

out of a battery, and small, dedicated ICs can directly interface 

with low-to-medium battery voltages of up to about 20 V. By 

using a high-voltage amplifier as a level shifter, you can extend 

the input operating range to much higher voltages of the mea-

surement circuit. The LT6375 voltage-difference amplifier 

includes some features that make this circuit work accurately 

up to surprisingly wide voltages. 

Coulomb counters operate by mea-

suring the voltage across a sense resis-

tor as an indication of the current that 

needs to be integrated. Fig. 1 shows 

the typical connection when using 

the LTC2941, a low-voltage coulomb 

counter. The important point is that a 

coulomb counter really measures volt-

age, then interprets it as current, and 

later reports it as charge. By removing 

the sense resistor, and somehow driv-

ing another voltage across the coulomb 

counter’s sense pins, it will still interpret 

that voltage as a current and report an 

accumulated charge. 

In Fig. 2, the LT6375's output is con-

nected to the sense pins of the coulomb 

counter. The IC is a difference amp, 

which means it’s an op amp plus preci-

sion resistors connected so as to shift 

the level of a differential input voltage. 

The operation of the difference amp 

drives its output voltage to a value of:

OUT = REF + GAIN × [(+IN) – (-IN)]  

The LT6375 drives its output pin, but the REF pin must be 

connected to a low-impedance source. Similarly, the LTC2941 

expects a low-impedance source at its SENSE+ pin, which is 

also the supply pin for that IC. You can connect both REF and 

SENSE+ to the same logic rail used for the I2C interface (such 

as 3.3 V). By connecting the LT6375’s OUT pin to the SENSE– 

pin, the LT6375 will impose the difference between its inputs 

across the inputs of the LTC2941. In effect, the LT6375 acts as 

a fake sense resistor.

The accuracy of a difference amp depends to a great extent 

on the resistor matching. While it’s obvious that resistor mis-

match directly affects gain accuracy, it’s less obvious and a more 

serious concern that this resistor mismatch will cause offset 

errors. A 1% resistor mismatch would cause an output offset 

equal to 1% of the voltage over which the circuit level shifts. 

+

SENSE+

I2C/SMBus
to host

SENSE–

Charger

LTC2941

AL/CC
SDA

Load

0.1 µF

1-cell
Li-Ion

RSENSE
100 mΩ

SCL
GND

1. A low-voltage coulomb counter, such as the LTC2941, helps sim-

plify low-voltage measurements.

SENSE+

I2C/SMBus
to host

SENSE –

LTC2941

AL/CC
SDA

0.1 µF

0.1
µF

SCL
GND–

+

V

+48 V Coulomb Counter

+

V

+3.3 V+48 V

–

OUT

REF

+REFA

+IN

–IN

+REFB

19k

190k

190k

190k

23.75k

+REFC

–REFA –REFB –REFC SHDN

23.75k

RSENSE

190k

Load

38k

19k 38k

2. An added voltage-difference amplifier extends the voltage range over which the coulomb 

counting is possible.
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Broadcom Optocouplers

A Superior Technology for 
High Voltage Protection!

Optocouplers are the only isolation devices that 
meet or exceed the IEC 60747-5-5 International 
Safety Standard for insulation and isolation.

IEC 60747-5-5 Certifi ed

Broadcom, the pulse logo, connecting everything are among the trademarks of Broadcom. Copyright © 2017 Broadcom. All Rights Reserved. The term 
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your equipment. Alternative isolation technologies such as magnetic or capacitive 

isolators do not deliver anywhere near the high voltage insulation protection or 

noise isolation capabilities that optocouplers deliver.
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For example, a 48-V input that’s level-shifted to 3 V would 

result in 450 mV of offset error, which is much too large for 

this kind of measurement. The LT6375A specifies a minimum 

common-mode rejection ratio (CMRR) of 97 dB, which means 

that a 45-V level shift causes an offset of less than 640 μV.

When designing a high-voltage level-shift circuit, it’s criti-

cal to ensure that the op amp's inputs stay within their valid 

operating range. For the LT6375, the supply pin is rated up to 

60 V, so in some cases, it can be powered from the voltage being 

measured. This is the arrangement of Fig. 2, where the LT6375 

measures current from a 48-V supply. 

Finally, the IC includes additional precision resistors that can 

be configured by external pins to divide the input common-

mode range, while keeping the differential gain equal to unity. 

In Fig. 3, the auxiliary reference pins are all connected to the 

5-V supply, which divides the –42-V input voltage to bring 

it within the op amp’s supply range. For other applica-

tions, the op amp within the LT6375 has a unique 

feature whereby its inputs can operate at voltages 

higher than the supply pin itself. Combining these 

features, you can design circuits that can monitor 

supplies across an input range of ±270 V.  

Ideas for Design 

Kris LoKere is the strategic applications man-

ager for signal-conditioning and mixed-signal 

products at Linear Technology Corp. He and his 

team are responsible for amplifiers and high-per-

formance ADCs. Kris has designed multiple op 

amps and received his MSEE degree from the 

Katholieke Universiteit Leuven, Belgium.  

SENSE+

I2C/SMBus
to host

SENSE –

LTC2941

AL/CC
SDA

0.1 µF

0.1 µF

SCL
GND–

+

V+

V

+5 V

+3.3 V

–42 V

+5 V

–

OUT

REF

+REFA

+IN

–IN

+REFB

19k

190k

190k

190k

23.75k

+REFC

–REFA –REFB –REFC SHDN

23.75k

RSENSE

190k

Load

38k

19k 38k

–42 V Coulomb Counter

3. Dividing the –42-V input 

voltage by connecting the 

auxiliary reference pins to 

the 5-V supply brings the 

input to within the op amp’s 

supply range.

IXIDM1401- 10A/4000V Isolated Gate Driver Module
AC, DC motor drives, inverters, converters, medical, UPS, traction and SMPS

PART NUMBERS AND ORDERING OPTIONS:

IXIDM1401_1505_O - two isolated gate drivers with 10 A gate current , 

15 V positve and -5 V negatve gate voltage, open frame version.

IXIDM1401_1505_M - two isolated gate drivers with 10 A gate current , 

15 V positve and -5 V negatve gate voltage, molded version.

IXIDM1401_1515_O - two isolated gate drivers with 10 A gate current , 

15 V positve and -15 V negatve gate voltage, open frame version.

IXIDM1401_1515_M - two isolated gate drivers with 10 A gate current , 

15 V positve and -15 V negatve gate voltage, molded version.

4. ORDERING INFORMATION

IXIDM__

EUROPE

IXYS GmbH

marcom@ixys.de

+49 (0) 6206-503-249

USA

IXYS Power

sales@ixys.com

+1 408-457-9042

ASIA

IXYS Taiwan/IXYS Korea

sales@ixys.com.tw

sales@ixyskorea.com

Optmized for:

Phase-leg IGBT Modules:

•   up to 600A/600V  •   up to 600A/1200V  •   up to 450A/1700V

Key Features:
•   Dual Channel Driver for Half-Bridge Switching Modules

•   Blocking voltages up to 4000 V

•   +15 V/-5 V Isolated Gate Driver Output Voltage to Drive IGBTs with up    

     to 10 A Pulse Current

•   3 V TTL Logic Level Microcontroller Interface

•   Single 15 V Power Supply Operatons

•   Operatng Ambient Temperature: -40oC〜+105oC

•   Footprint: 50 mm x 50 mm

•   UVLO, OVLO, OC, Temperature, short-circuit (SC), Actve clamping  

     protectons (check datasheet for details)

DESIGNATORS















DESCRIPTION

Module Configuraton 

Isolaton Voltage

Gate Current

Positve Gate Voltage

Negatve Gate Voltage

Negatve Gate Voltage

Package Informaton

SYMBOL

1

40

1

15

05

15

DESCRIPTION

Two Isolated Gate Drivers

4.0 kV

10 A

15 V

-5 V

-15 V

O – Open Frame, M - Molded

www.ixys.com
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This circuiT was designed to meet a medical application’s need 

to drive a laser diode with reasonable precision and minimized 

components and footprint (the device is now in clinical trials). 

The diodes are prone to short- and long-term drifts due to tem-

perature changes and aging. Since they’re usually driven from 

a constant-current (CC) source, their optical output power is 

monitored and the current adjusted due to varying output power.  

The assembly's case was grounded, so the CC source is config-

ured for the high-side drive of the laser diode rather than the sim-

pler low side. Furthermore, the current had to be inherently limited 

to avoid "tattooing" the patient (not good). 

In the single-supply +5-V circuit, current-sense/limiting resistor 

R1 and P-channel FET Q1 are in a source-follower configuration. 

As the FET's gate is brought to a less-positive voltage, the drain 

conducts, which causes a voltage drop across R1 as current flows 

through the laser. In the worst-case situation when Q1 saturates, 

the maximum laser current is defined by:

I
laser

 = (5V – V
laser

) / (R1 + R
ds-sat

)  

where R
ds-sat

 = 25 mΩ and V
laser

 = 2.0 V

Values for both R
ds-sat

 and V
laser

 were taken from the datasheets of 

Q1 and the laser diode, respectively. R1's value is determined by the 

maximum laser current required (in this case, 250 mA), adjusted 

by the laser diode's typical forward voltage of 2.0 V. Solving for R1:

R1 = (5V - V
laser

) / I
laser

 – R
ds-sat

  = 12 Ω

where I
laser

 = 250 mA.

R
ds-sat

 is so low that it can be ignored. With both R1 and the maxi-

mum current known, the power in R1 can next be determined by:

P = I2 × R = 0.252 × 12 = 750 mW

so that a resistor rated for 800 mW will provide a small amount 

of extra margin for safety.

The ratiometric DAC provides the current setpoint. It takes its 

reference from the +5-V supply, and the DAC output tracks supply 

fluctuations. In operation, the DAC output is set to the required set-

Simple Circuit Drives, Manages Laser Diode's 
Output  By AlAn Stummer | University of Toronto, Canada, astummer@physics.utoronto.ca
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Ideas for Design

point. R2 and R3 scale this relative to the supply's nominal +5-V rail. 

For example, if the DAC is set to the midscale of value +2.5 V, 

the voltage between R2 and R3 will be +3.5 V—the non-inverting 

input of op amp IC1. In a negative-feedback loop, IC1 adjusts the 

gate of Q1 so that current flows through R1, Q1, and the laser 

diode. When the current through R1 drops the feedback voltage 

to +3.5 V, the circuit is stable. With a voltage drop of 5 V – 3.5 V = 

1.5 V across R1, the current must be 125 mA. Similarly, if the DAC 

is set to minimum (0 V), then IC1's noninverting input voltage 

is +2 V. IC1 will drive Q1 until the voltage drop across R1 is 3 V, 

corresponding to 250 mA. This is the saturation point, where Q1 

is fully on and +5 V, minus the drop across R1, is the laser diode's 

forward-voltage drop.

The complete circuit also includes R4 and C1 for loop stability, 

with rolloff frequency f:

f = 1/(2 π R4 C1) = 159 kHz

One subtlety of providing a setpoint to an op amp's non-inverting 

input (as opposed to summing setpoint and feedback) is the output 

tends to step with setpoint steps, as the op amp becomes a follower. 

C2 adds a pole to low-pass filter the setpoint; in this example:

f = 1/((2 π (R2||R3) C2)) = 13.26 kHz 

where R2||R3 is 12 kΩ.

By having this setpoint frequency limit always be much lower 

than the feedback frequency, the op amp can track the slope of the 

setpoint steps with minimal overshoot on these steps. 

R5 provides an offset by ensuring that a small current always 

flows through R1. When the DAC is set to full scale of +5 V, the op 

amp will always have slightly more current than requested. There-

fore, it will saturate trying to turn off Q1. Without R5, the input 

offset voltage V
os 

of the op amp may see a slight false setpoint and 

turn on Q1 to balance it. 

By using a ratiometric DAC configuration, this constant-current laser-

diode drive provides stable setpoint performance and accurate low-

current settings.

R3
30k

R2
20k

C2
1 nF

Va Ref

DAC102S085

C1
100 pF

+5 V

R4
10k

R1
12

IC1
AD8601

R5
4k

Q1
ZXMP6A17

Laser
+

–
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Inertial Sensors Reduce Weight, Improve Accuracy

The ekinox 2 SerieS, a new generation of SBG 

Systems’ advanced and compact inertial 

navigation systems, incorporates accel-

erometers and gyroscopes to enhance 

attitude accuracy by a factor of two 

while improving resistance to vibrations 

and integrating the Beidou constella-

tion.

The series of MEMS-based inertial 

navigation systems reduces weight 

and improves accuracy due to a 

complete redesign of the in-house 

IMU integrating the new gyroscopes and 

accelerometers. With higher accuracy for the same 

form factor, the systems are suited for industrial-grade vehicle navigation 

whether they are aerial, terrestrial, or marine. Providing 0.02 deg. roll and 

pitch, 0.05 deg. heading, and a centimeter-level position, the series targets 

demanding applications such as autonomous navigation, hydrography, 

mobile mapping, and antenna tracking. The addition of the Beidou constel-

lation also improves signal availability in Asia.

An intuitive embedded web interface, where all parameters can be dis-

played and adjusted, simplifes confguration. For example, a profle (plane, 

car, etc.) can be chosen and the 3D view will provide a visualization of set-

tings such as sensor position, alignment, lever arms, etc. ITAR-free, the Ekinox 

2 Series will be available during the second quarter of 2017.

SBG SyStemS

www.sbg-systems.com

Multichannel Probe Monitors Power Use in Mobiles 

The rT-ZVC02/04 multichannel power probe from Rohde & Schwarz can 

measure across large current and voltage ranges without having to switch 

ranges, making it possible to monitor the power consumption of chipsets, 

radio modules and wearables such as smartwatches. When used in com-

bination with an RTE or RTO oscilloscope, the current drain can be clearly 

correlated with analog and digital control signals.

An 18-bit A/D converter for each current or voltage measurement channel 

allows measurement of low standby currents in the uA or nA range as well 

as high current peaks up to the A range within the selected current range 

without having to switch ranges. A 1 MHz bandwidth and 5 Msample/s 

sampling rate allow brief current pulses to be captured.

The RT-ZVC02 offers two current and two voltage channels, and the RT-

ZVC04 four current and four voltage channels in addition to the analog 

oscilloscope channels. Up to two RT-ZVC02/04 probes can be connected to 

an RTE or RTO oscilloscope for up to 16 additional test channels.

The probes are currently available in combination with a CMW commu-

nication tester and CMW run software for battery life testing. RT-ZVC power 

probes will be available as accessories for the RTE and RTO oscilloscopes 

starting in June 2017.

Rohde & SchwaRz

www.rohde-schwarz.com

New Products
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Modules in 62 mm Package Increase Power Density

InfIneon TechnologIes is expanding its offering of 62 mm IGBT modules 

to raise power density without increasing package size. This is realized by a 

larger chip area and an adapted DCB substrate in the 62 mm package.

With a blocking voltage of 1,200 V, the 62 mm module reaches a maximum 

current rating of 600 A. At 1,700 V blocking voltage, the maximum current 

rating is 500 A. The industrial standard sized package is 

equipped with a base plate. It can therefore 

be integrated into existing designs de-

livering, for example, 20% more output 

power when applied for drives. The 

portfolio uses the IGBT4 which offers 

high robustness and reliability.

InfIneon TechnologIes

www.infneon.com

3-Phase BLDC Controller Drives High Current Apps

The AMT49413 is Allegro MicroSystems’ new three-phase brushless BLDC mo-

tor controller for use with N-channel external power MOSFETs. The device in-

corporates much of the circuitry required to design a three-phase motor drive 

system with maximum supply voltages up to 50 V. Targeted at high current 

BLDC motor applications, the controller has been designed for battery pow-

ered power tools, lawn and garden equipment, as well as factory automation, 

pumps, fans, blowers, and appliance applications.

The charge-pump regulator provides >10 V gate drive for battery voltages 

down to 7 V. The device also operates with a reduced gate drive at supply 

voltages down to 5.5 V. A bootstrap capacitor is used to provide the above-

battery supply voltage required for N-channel MOSFETs. An internal charge 

pump for the high-side drive allows for dc (100% duty cycle) operation. In-

ternal fxed-frequency PWM current control circuitry can be used to regulate 

maximum load current, or to provide speed and torque control, allowing the 

internal current control circuit to set maximum current limit.

The AMT49413 is supplied in a 7 x 7 mm, 48-pin QFN with exposed thermal 

pad. It is lead-free, with 100% matte-tin leadframe plating and is priced at 

2.700 each/1,000.

Allegro MIcrosysTeMs

www.allegromicro.com

Rely on Pico for Thousands of ULTRA
Miniature, High Reliability DC-DC 

Converters, AC-DC Power 
Supplies, Inductors and Transformers

www.picoelectronics.com
E-Mail: info@picoelectronics.com

PICO Electronics,Inc.
143 Sparks Ave, Pelham, NY 10803-1837, USA

Regulated/Isolated

Call 800-431-1064

QP
HiQP 

Series Isolated

High Voltage 
to 500 VDC Out 
High Power 

to 50 Watts
NEW HiQP Input 

Voltage Available!

125-475 VDC Input

DC-DC Converters

Standard Input Ranges  

5, 12, 24, 48  &
Now HiQP! 125-475 VDC
High Voltage, Isolated Outputs

5 VDC-500 VDC 
to 50 Watts, Efficiency to 90%

Consult Factory for Custom Modules: 
Available to optimize your designs, Special 

Input or Output Voltages Available

Miniaturized Size package:

2.5" x 1.55" x 0.50"

Safe: Short Circuit, Over/Under
Voltage, and Over Temp. Protected

Options Available: Expanded Operating
Temperature, -55

0
C to +85

0
C Environmental

Screening, Selected from MIL-STD-883

Ruggedized for Operation in
Harsh Environments

External Bias Control: For Charge
Pump Applications

Featuring our easy-to-use 
product Search Wizard!

VISIT OUR EXCITING NEW WEBSITE 
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3,000 W AC-DC Power Supplies Achieve Titanium Effciency

Bel Power SolutionS is expanding its front-end, ac-dc power supply 

portfolio to include the TET3000-12-069RA power supply for a range of server 

and networking applications. The 3,000 W power supply converts standard ac 

mains power into a main output of 12 Vdc for powering IBA in high-performance and 

high-reliability servers, routers, and network switches.

The device offers a 180-410 Vdc input voltage range and a 32 W/in3 power density, and it 

achieves Titanium effciency (>96% effcient at 50% load) in a 69 x 40.5 x 555 mm package. The ac-

dc stage uses soft switching resonant 

techniques to reduce component 

stresses in conjunction with synchro-

nous rectifcation. An active O-Ring 

device on the output ensures no 

reverse load current and suits the 

supply for operation in redundant 

power systems.

The supply is hot-swappable and 

can be connected in parallel with 

active digital current sharing. Other 

features include: always-on +12 V, 36 

W standby output; multiple protec-

tions such as overvoltage, overcur-

rent and overtemperature; and an 

I2C/PMBus protocol for system com-

munications. The TET3000-12-069RA 

power supply is safety-agency certi-

fed per UL/CSA 60950-1 and meets 

the requirements of EN 60950-1 and 

EN 55022-A.  

Bel Power SolutionS

belfuse.com/power-conversion

Implement Touch GUIs on WiFi  

Display Modules 

4D SyStemS is introducing its gen4-IoD 

(Internet of Displays) series of intelligent 

display modules with resistive touch. With 

integrated WiFi capabilities, the display 

modules allow the creation of GUI applica-

tions with wireless connectivity. Three sizes 

are available initially, the 2.4-in. gen4-IoD-

24T, 2.8-in. gen4-IoD-28T, and 3.2-in. gen4-

IoD-32T. All feature a 240 x 320 pixel display 

with resistive touch and integrated WiFi.

Powered by an ESP8266 SoC device, 

the modules handle demanding levels 

of graphics functionality, and are able to 

connect and communicate with cloud 

data and other devices on the web. An 

on-board SD card socket enables the use 

of FAT16 or FAT32 formatted cards.  

real boards 

real easy 

real fast

ProtoLaser. It’s the real deal.

Design your circuit, load virtually any type of substrate, send your fle, and you’ll have  

real working circuit boards in minutes. So real in fact, you’ll achieve consistent, high  

resolution geometries that chemical etching can’t even touch. From prototypes to  

medium-run production, the ProtoLaser will liberate you from the board house.

www.lpkfusa.com/pls • 1-800-345-LPKF

New Products 
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The display 

modules are 

aimed at 

manufac-

turers and 

enthusiasts 

who need a professional solution for any 

wireless application requiring a GUI to 

display information from sensors, or to 

control devices and/or sensors using a 

touch screen.

The gen4-IoD modules provide the abili-

ty to design a GUI using Workshop4 IDE or 

Arduino IDE software, enabling drag and 

drop type programming, and eliminating 

the need to perform traditional coding.

4D SyStemS

4dsystems.com.au

eGaN FETs Shrink Size, Raise Performance

EfficiEnt PowEr convErsion is introducing the EPC2045 and the EPC2047 

eGaN FETs. The 100 V, 7 mΩ EPC2045 cuts the die size in half compared to the prior 

generation. The 200 V, 10 mΩ EPC2047 also cuts the size in half so that it is now 

about 15x smaller than equivalently rated silicon MOSFETs.

The chip-scale packaging of eGaN products handle thermal conditions by 

dissipating heat directly to the environment, whereas the heat from the MOSFET 

die is held within a plastic package. With the EPC2045, a 30% reduction in power 

loss with a 2.5% better effciency than 

the best comparable MOSFET was 

achieved in a 48 V to 5 V circuit oper-

ating at 500 kHz switching frequency.

Applications for the EPC2045 

include single-stage 48 V to load 

Open Rack servers, point-of-load 

converters, USB-C, and LiDAR. For the 

200 V EPC2047, applications include 

wireless charging, multi-level ac-dc 

power supplies, robotics, and solar 

micro inverters.

Three development boards are 

available to support in-circuit perfor-

mance evaluation. The EPC9078 and 

EPC9080 support the EPC2045, and the 

EPC9081 supports the EPC2047. Low-

volume pricing for the EPC2045 is $2.66 

each/1,000, and for the EPC2047, $4.63 

each/1,000. The development boards 

are priced at $118.25 each.  

efficient Power converSion

www.epc-co.com
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Paper Tube Company
1033 S. Noel Ave., Wheeling, IL 60090

To receive literature & details fast - www.pptube.com

Phone: 847-537-4250 • Fax: 847-537-5777 • E-Mail: sales@pptube.com

™ ® DuPont Co.

420°F, 720 VPM!
High Temperature - High Dielectric
NOMEX® for Electrical/Electronic
Tubing, Bobbins, Fabricated Parts

Widely specified for its excellent electrical,
thermal and mechanical properties…
“Nomex” tubing is produced by Precision
with an exclusive, special binder to
provide a thermally
stable class “H”
insulating tubing.
U/L Recognized.

More Than 80 Years - The Original

PCB Prototypes & Medium Volume

For information, 

please call at 

916 241 9062

www.pcb-pool.com       

FREE Stencil
 with every PCB-POOL®

 prototype order
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 Flex PCB Prototypes
    •  Favourable pricing 

    • Online calculation

 Get the best Price & Service    
   for special technology ProtoÔs & 
    volume PCB quantities 

JTAG Connector Plugs Directly into PCB!! 

No Header!     No Brainer! 

Our patented range of Plug-of-Nails™ spring-pin cables plug directly 

into a tiny footprint of pads and locating holes in your PCB, eliminating 

the need for a mating header.    Save Cost & Space on Every PCB!! 

Solutions for: PIC . dsPIC . ARM . MSP430 . Atmel . Generic JTAG . Altera  

Xilinx . BDM . C2000 . SPY-BI-WIRE . SPI / IIC . Altium Mini-HDMI . & More 

www.PlugOfNails.com 
Tag-Connector footprints as small as 0.02 sq. inch (0.13 sq cm) 

Automotive Power

safety that’s in accordance with ISO-26262. Four control loops, 

two for current and two for voltage, enable control of voltage 

and current on either 48- or 12-V systems.

For output loads that demand high current, multiple 

LTC3871s can be daisy-chained to run out of phase to provide 

more output current without increasing input and output volt-

age ripple. Up to 3 kW can be supplied with a maximum of 12 

phases when daisy-chained to run simultaneously out of phase 

with respect to each other. Linear Tech also offers a demo 

board; the DC2348A-A operates with two LTC3871 devices, 

each with four phases.

ConClusion

Audi, BMW, Daimler, Porsche, and Volkswagen have pro-

posed the LV 148 standard to define a 48-V power supply, 

but the full adoption of 48-V systems might be accelerated 

by the creation of an international 48-V standard. Creating 

such a standard would require a collaborative effort from all 

members of the automotive industry to define the electrical 

architecture, including power-supply functions and interfaces.

In the meantime, dual-voltage subsystems offer great 

potential in reducing CO2 emissions. They will also generate 

demand for highly efficient bidirectional converters that are 

certified to function in automotive applications.  

(Continued from page 16)
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DirectConnection

Removable Lid Spring Pin Socket for LGA module

Ironwood Electronics introduced a new LGA socket 
addressing high performance 
requirements for custom pitch 
devices - CBT-LGA-5015. The 
contactor is a stamped spring pin 
with 14.5 gram actuation force 
per pin and cycle life of 100,000 
insertions. The self inductance of 
the contactor is 0.98 nH, insertion 
loss of < 1 dB at 31.7 GHz and capacitance 0.067pF. 
The current capacity of each contactor is 4 amps. Socket 
temperature range is -55C to +180C.

Ironwood Electronics, Inc.
1335 Eagandale Court
Eagan, MN 55121
T: 800-404-0204  •  F: 952-229-8201
Email: info@ironwoodelectronics.com
Web Site: www.ironwoodelectronics.com

THE RIGHT WAY

HVM40B

Digital High Voltage Meter

- Measures up to 40kVDC

- High accuracy 

- 10GΩ input impedance

HV MEASUREMENT

www.deantechnology.com

In stock - 

immediate delivery available!
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BILL WONG | Embedded/Systems/Software Editor

bill.wong@penton.com

T
race tools are one way to track the operation of 

applications in real time, unlike most debuggers 

that require an application to be stopped to exam-

ine its state. Breakpoints can facilitate the process; 

they can allow a developer to step through code to isolate where 

a problem is occurring, so corrective measures can be taken.   

Unfortunately, stopping an application isn’t always a viable 

option. Bad things happen when a motor control program stops 

while the rotor is still turning. Self-driving cars tend to do bad 

things if the software just stops, even for a fraction of a nano-

second. Network protocols usually time out if one side doesn’t 

respond quickly enough. 

The problem with trace tools is that they generate lots of data 

(see figure). One tool that helps to turn tons of system trace dumps 

into useful analysis for real-time debugging is Percepio’s Trace-

analyzer. It uses hooks into operating systems like Linux and 

RTOSes like FreeRTOS, Keil’s new RTX5, and Express Logic’s 

ThreadX, which is used on Renesas’ Synergy family of microcon-

trollers (see “Dev Kits: Getting Synergy” on electronicdesign.com).

For Linux, Percepio took advantage of the LTTng Project’s 

Linux Trace Tool (LTT). LTT instruments Linux to provide 

details about the operating system and applications, giving 

developers insight into how tasks are performing and what 

resources they are using. Traceanalyzer requires similar instru-

mentation for it to work with other operating systems. This 

support is often already available as with ThreadX, which is also 

supported by Express Logic’s own TraceX (see “Visual Debug-

ging Hooks Into Your Applications” on electronicdesign.com).

Now, one might think that a simple graphical presentation of 

trace information with some basic filtering would provide every-

thing a developer would need. The truth is much different, espe-

cially when multiple threads, cores, and services come into play. 

Likewise, the trace information can be used to pinpoint issues from 

deadlock to race conditions. Sometimes a developer can catch this 

by looking at more basic presentations, but having the trace tool 

do more analysis before presenting the data makes much more 

sense—hence the plethora of options and presentation graphics 

(more than 25 different views) that Traceanalyzer provides. 

Other challenges with trace tools relate to whether they are 

post-debugging tools or real-time tools that are working off 

very recently generated data. For example, LTTng can be config-

ured with a ring-buffer that is filled continuously and streamed 

to a debug host running the trace analysis tools. 

The biggest challenge for developers unfamiliar with trace 

tools is understanding how they work and refining the tech-

niques to obtain the desired information. This is akin to learn-

ing the use of a conventional debugger. Of course, one needs to 

use these tools to gain their advantages. 

On the plus side, trace tools have the advantage of providing 

analysis mechanisms to identify normal and abnormal opera-

tions, making a developer’s job easier. In many ways, this is sim-

ilar to learning how to use of an oscilloscope or logic analyzer. It 

is easy to get started but it can take a long time to master. Good 

trace tools are invaluable in this age of networked, multicore 

system-on-chip (SoC) platforms that link IoT devices and the 

cloud, as well as deeply embedded real-time applications like 

motor control.  

Lab Bench

Percepio’s Traceanalyzer turns tons of 

system trace dumps into useful analysis 

for real-time debugging. 

Turn Real-Time 
Trace Data into 
Something Useful

48

Would you rather analyze a text dump (a) or have a trace tool like 

Traceanalyzer (b) handle the analysis and present more useful 

insight into an application? 
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HIGH VOLTAGE DIODES - STANDARD AND CUSTOM

INFO@DEANTECHNOLOGY.COM

WWW.DEANTECHNOLOGY.COM

+1 (972) 248-7691

PERFORMANCE
SUPERIOR

www.deantechnology.com

Dean Technology ofers an exceptional range of high voltage diodes 

for all applications including power supplies, medical equipment, 

instrumentation, control systems, voltage multipliers and military. If 

our standard range of products aren’t exactly right, we are able to 

customize every detail, generally with little to no increase in lead 

times or price.

Contact DTI today to fnd out about the exact diode 

for your high voltage or high power design.

http://www.deantechnology.com
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  Info & Free Samples

    , LT, LTC, LTM, Linear Technology, the Linear logo, and  
µModule are registered trademarks of Analog Devices, Inc. All  
other trademarks are the property of their respective owners.

www.linear.com/isolatedflybacks

1-800-4-LINEAR

  Broad Line of Monolithic Isolated Flyback Converters

Linear’s growing family of isolated monolithic flyback converters need no external MOSFET, opto-coupler, voltage reference or  
third winding off the power transformer for output voltage regulation. They sense the output voltage directly from the primary- 
side flyback waveform, resulting in better than ±1% load and line regulation. This simplifies design, provides a smaller solution 
size and only requires one component crossing the isolation barrier. Several off-the-shelf transformers are identified for each 
part making them ideal for a range of automotive, medical and industrial applications.

Excellent Regulation Over Line, Load & Temp  

Simple Isolated Power

Part Number PackageVIN Range Power Switch Max. POUT

LT8302

LT8300

LT8304/-1

2.8V to 42V

6V to 100V

3V to 100V

3.6A / 65V

0.26A / 150V

2A / 150V

18W

2W

24W

LT8301 2.7V to 42V 1.2A / 65V 6W SOT23-5

SO-8E

SOT23-5

LT8303 5.5V to 100V 0.45A / 150V 5W SOT23-5

SO-8E

Find your local sales office: www.linear.com/contact

http://www.linear.com/isolatedflybacks
http://www.linear.com/contact



